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Conceptual Introduction

It's well established that Arizona elections mustteducted under public and party observation. As
you read this report, realize that in the electrogi, #he nature of “observation” must change in order
for the core intent of existing law to remain effectivéhat intent is that the counting of votes be a
public, transparent process.

No new legislation is needed to ensure electronic obsenvand electronic transparency of electronic
elections. All that's needed is an attitude shift. hdlt such a shift, without a commitment to a
transparent process, elections will be stolen — tihegquestions are “when?” and “under whose watch?”
When innocent glitches occur, doubt will abound.

The authors of this document are committed to electamsfrarency, and herein hope to show why it's
needed and where it's lacking.

Where possible, we will suggest process improvements.

We will try to show, where possible, how a transpardfay in the electronic voting system would be
viewed in an equivalent failure in the pre-electronic agarea 1880 using 1880-period technology. This
analogy won't always work, but where it does we thirdai aid understanding of the “computer tech”
issues for non-technical readers. (1880 post-dates pvotng, pre-dates lever machines.)

Additional Scope And Notes

As we'll show in Section 1, there is an oddity in thenbars for the GOP vote; the way the county is
reporting the mail-in vote totals adds to what we HOfP€onfusion.

Sequoia Voting Systems manufactures the computerizedoslegjuipment used in Maricopa County.
Recent revelations by a former Sequoia employee, loorated by technical examination reports
commissioned by the States of California and Pennsyyahow that an entire subsection of the Sequoia
product line known as the Ballot Preparation SoftwaB#G”) essential to program ballot definitions in
elections, was withheld from mandatory certificationeevat the federal and state levels. This
constitutes a fraud committed by Sequoia Voting Systemmsratted at the state and federal levels. We'll
discuss Sequoia and BPS in more detail in Appendix A

The main goal of this document is to reveal the ctileel of transparency and security in the Maricopa

Elections Division today, with suggested improvements istroases. Appendix Bovers the confusion
over the permanent early voting roster being experiencéablaypany voters.
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1. Vote Totals And Patterns Based On Official Summary Iseets (Before Provisionals).

Early Vote Totals EVT% Precinct Totals PT% Total V otes TV%
McCain 115,764 51.37% 51,953 41.60% 167,717 47.89%
Romney 63,429 28.15% 53,566 42.89% 116,995 33.40%
Huckabee 18,533 8.22% 10,176 8.15% 28,709 8.20%
Paul 8,569 3.80% 6,537 5.23% 15,106 4.31%
Giuliani 10,364 4.60% 1,041 0.83% 11,405 3.26%
Thompson 6,789 3.01% 659 0.53% 7,448 2.13%
Hunter 632 0.28% 160 0.13% 792 0.23%
Keyes 369 0.16% 231 0.18% 600 0.17%
Other 902 0.40% 572 0.46% 1,474 0.42%

1a) When we run the same numbers for the Democratic siddpmiesee any massive shift in vote
pattern between the two front runners (Clinton, Obanean the mail-in vote to the precinct vote. The
shift we do see is easily explained by Edwards dropputgrior to election day.

On the GOP chart above we see a shift in voting petteetween the mail-in and precinct votes. It might
be explainable as a sudden conservative shift away fro@aiic More investigation is needed but
meanwhile analyzing the numbers points to problemsearMéaricopa reporting system:

1b) Next, we must note that once the mail-in vote totedee reported on election nightey were never
reported as increasing later. That means that mail-in ballots sent to the voters lag dropped off at

the polling places (which is legal) were recorded asipcevotes. But they're not treated the same.
Early drop-off votes don't go into the precinct opt®adnner, but rather a separate bin that is tabulated
later at elections HQ as early votes. Other coustiel as Pima process AND report their precinct-drop
off mail-in votes as early voting instead of precinct \@tin

There's a reason for this: it's necessary to figure bighwotes are which in order to make sure voters
don't vote twice: mail-in and precinct. Mis-reportingilana votes as precinct would have the effect of
“smoothing” the numbers above to some degree. If the madtes are favoring McCain to this level,
tossing some mail-in votes into the precinct vote tatdgllshave a leveling effect — in other words, if
Maricopa County had reported mail-in vote totals propénke difference in vote pattern between mail-in
and precinct votes would have been even more extreme.

2. Precinct Access, Pollworker Staffing And Long Lines

There are 1,142 precincts in Maricopa County. Acogydo Karen Osborne, by law, the elections office
can only open 50% of the precincts in a party primary ielectf this sort. She opened 397 precincts,
only 34.8%. Staffing per-precinct appeared minimal per ources among pollworkers. This caused
long lines, frustrated voters who took out their anger opatierorkers and poliworkers with no breaks
even for restroom access. We consider this unprofedsamd abusive. Some pollworkers will never
return. There were an average of 130 provisional vatepnecinct, which is completely unprecedented.
Something was wrong; we suspect this situation was engmhézidvance the case for all-mail voting.
Increasing voter wait times and line lengths to suppress ngpitass voters at the peak periods of
election day is an old trick. What happened here mayayrnot have been a “trick”, but enormous poll
location lines do tend to have that effect.

Pima County opened fractionally less than 50% of temtions. This trend away from polling places in
Maricopa and a 34.8% poll location rate deserves plaeation.
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3. Operations, Security And Transparency At The Central @bulator

The following map of the central tabulator operatitawlity is by Jim March.
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The drawing above represents a small part of theatipa during election night. For the most part the
observers and security cameras do not see what going lmnwatehouse where the memory cartridges
are coming in and the other areas of the building pregssing provisional and mail-in votes. In the
map, the warehouse is a huge room accessible by donds2(&wer right and left) while offices
processing provisionals and mail-in votes (checkingaigres and voting status) are in offices beyond
door 4 (top left).

4) Networking And Data Interchange Security.

There are eight scanners wired via Ethernet networkitigetsame small (allegedly) “disconnected”
network used only for election processing and not cross-wardte county's internal network or the
Internet.

No effort was made on election night to prove this, despmildly-phrased request to do so.

According to the election department's IT manager bhinJStewart, at least one printer was on this
network along with the central tabulator. We then courttectables coming out of the hub and up into
the ceiling and found one extra cable. A query showddhisga“‘extra” cable went over to a standard PC
on the opposite end of the facility, allegedly to alloattbystem to print to the same large laser printer
the voting systems share. In the map this is refeaeg the “mystery PC”.

The cables vanish into the ceiling and then come dwgyapoints.

Vote totals are allegedly transferred from the eightseastations to the central tabulator (room at the
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far left in the mappy USB memory stick devices The mail-in vote totals were transferred to the
central tabulator by memory stick approximately mid-dayelection day (Feb™h

After the polls closed we observed USB memory sticksction — transferring data from the central
tabulator (vote totals) to a PC that is directly @ite the Internet to upload results to the county's
website. This was the origin of the vote total repoeitining at 8:09PM that culminated into the final
election results report. When the memory stick hacdbpeedd this task, it was brought to a laptop where
it was re-formatted in front of observers beforengestuck back in the central tabulator for the next batch
of upload data.

On election night results are uploaded by modem from # precincts.

Concerns:

4a) When these cables vanish into the wall, they can gaisgitter (hub) and from there to another PC
that can subvert the election, taking remote couwtirthhe databases in any of the central systems.
Equally troubling, such a concealed connection could le#ldkt Internet itself. It is impossible to
overstate the ease with which this “hardware hack” cbeldccomplished. A laptop set up to monitor all
communications would capture all of the print jobyatke totals a week or more pre-election, allowing a
“data thief’ to read how the mail-in vote is progressing-@ection (a felony). These printouts are
needed, but they get boxed up and locked away un-viewed withelseof mail-in votes that can be hand-
audited later. A laptop set to monitor the print commations could upload stolen data via a cellular-
network modem on an untraceable signal. These cell-modeta are common, sold by Verizon, Sprint,
AT&T and the like for less than $150.

SuggestionALL data interchange cables associated with or conneatin tvoting system must be
eyeball-visible their entire length.

1880 Equivalent Situationf a special hallway or tunnel was constructed toycantes, and was not
allowed to be observed nor the time in transit paidchatte to, fraudulent alteration of the paper votes
could happen. A failure of observation of this sort wotild@'tolerated. When the data passes over
Ethernet disappearing into ceiling panels, there ipractical difference.

4b) The “mystery system” contains uncertified softwand esn't checked out in the Logic & Accuracy
testing (see right area of map)pdate: we now know it was running BPS/Bridge — see Appéndi

Suggestionno system not tied to the election prooessertified — see Appendix Adan be allowed to
be connected to the voting system.

1880 Equivalent Situatiomuicture a ballot box on a table. Picture a curtaou@ad the table. Picture a
hole in the top of the table and bottom of the bddtmt. Put a midget (err, “height challenged
individual”) behind the curtain.This is the actual implication of having an additiosydtem tied in — it's
connection can be used to pump data into the databasekistie real ballot box, electronically.

4c) The scanner stations are allegedly connected to titeattabulator network wiring “only for
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printing”. The cross-connection to the central talmulabuld allow “data theft” of the sort encountered
in Pima County, where reports of mail-in voting resultsfiwe ballots on a precinct detail level have
been raided regularly since the 2004 primaries. Either givle &canner station (or pair of stations) their
own small printer, or give them their own small networkwapenly exposed cables running purely to a
printer.

Suggestionif the scanner stations need to print, fine, wire thertoutheir own printer, best yet one
small laser printer each and avoid networking altogetRer.the department, networks aren't needed.

1880 Equivalent Situatiomot applicable...the analogy just doesn't stretch lecause they'd have
“strung up” anybody who seriously suggested such a thing...

4d) Transferring election data on the memory stick td'iiternet reporting computer” (see diagram)
provided the appearance of an acceptable level of sgclinis appeared to provide observable, physical
evidence that the election system was not cross-wirdgktimternet.

But formatting the memory stick before each pass, tleagiog its memory for each reporting period,
destroys any chance at knowing the continuity of the fdaa each transfer across election night.

Had they burned CD-ROMs with the out-bound data atémeral tabulator, they could have marked
each CD and kept a continuous “fixed” electronic record #fietransfers. CDs cannot be changed once
initially burned — USB flash memory certainly can. (Thsuilts of 2/7/2008 at 3:37:41 PM reflect this
problem. The additional 45,503 votes per Randall HoIm&M[bserver) are early votes. Early
ballots, aka “vote by mail” or “WVBM”, were run but not patthe proper category of early votes.
Instead, they were put in the overall totals giving theréasion that they were votes cast at precincts.)
With the USB flash memory device re-written each peesprevious record of what was transferred to
the Internet is gone forever. Also troubling: it wobtlan admittedly very advanced hack, but the re-
format process on the laptop in the middle couldeharitten malicious code to the flash drive before it
went back into the central tabulator. Is this likel® — you'd have to write a disk formatter with a
booby trap that looks like the real Microsoft utilitYhere were less than a dozen reports on election
night, and since blank CDs cost about a quarter eachngu@is instead of using memory sticks
doesn't seem an unreasonable concept.

SuggestionCDs cannot be changed once initially burned — USB flashaneocan. CD-ROMs should
be used to transfer data from the central tabulator tmtéenet reporting computer to allow for
continuity of the data to be retained. This practice diaid in later auditing or verifications of data
continuity, security and authenticity. Each CD wouwddldbeled as to date and time then filed securely.

4e) Allowing precincts to upload results by modem opensrstgcholes. In theory a precinct might
upload results to the wrong number coded in by a mabgpwll worker, and the “man in the middle”
attacker would alter results and pass them along ¢tbi@bs HQ. More seriously, the modems form a
line of communication from the outside world into the calitabulator for any hacker that has the phone
number, including at least some poll workers and elediaff and possibly some vendor staff.

John Brakey witnessed several single individual deliveriegee memory packs to the front office. Most
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of these people were sent to the back of facilityctis out of sight of the Party observers.

SuggestionsTurn off the modems and standardize (with observatiocgalures) the memory pack
transfer process into the elections office HQ (cémataulator station).

1880 Equivalent Situatiothe modem transfer process is inherently secrefhreopening from the
outside world to the ballot counting process is amapenue of ballot stuffing and/or manipulation. We
wouldn't have tolerated it back then with paper andheaildn't now with electronic data.

5) Visibility And Transparency

Concerns:

5a) Access to the central tabulator is wide open to numegreogle when observers are not present. The
central tabulator room also contains what appears &b least one person's office cubicle, and a large
selection of cables, “extra parts”, manuals and dbemingly extraneous miscellaneous parts. There is
no effort made to secure the smaller central tabutatb-room (left edge of the map) once observers
leave. The equivalent to this smaller room in the Haudity is a vertical cage the size of an old-
fashioned phone booth with a door that is both locked aneldsdaring election processing when
observers aren't present. The local network connecti@npulled before this “cage” is sealed. The
same could be done in Maricopa by sealing the whoddlesmroom at a minimum when the election is in
progress and observers aren't present. By compaRgoa, County provides a camera and a clear view
from the public observation location. In Pima Couduring the election period the central tabulator
systems are locked in a cabinet when not in use, with talladdles disconnected and the case tamper-
sealed. Observers record the seal numbers and whessping starts back up observers watch the
unsealing. Computer operations cannot happen withmmdreers.

Suggestion:The Maricopa central tabulators can be put inmal@i cabinet as Pima uses, or the entire
central tabulator room can be sealed during election mimgeg/hile disconnecting the visible cables.

1880 Equivalent SituationDon't let anybody tamper with ballots without outsibservation.

5b) The smaller central tabulator area is a “no go zdmedbservers (see map, left side). Reading the
screens is impossible for the naked eye and when we agtetopuse a pair of binoculars, county
elections staff (primarily Karen Osborne) became Jbrladusive and threatening. The binoculars were
owned by a member of the Democratic Party's obseomas (Mr. Randall Holmes) who (along with
others) later informed me that binocular observattas commonly allowed in previous elections —
which is why he had them. Either Osborne changed theigmior this election, or she had a personal
grudge against the Libertarian observation team aftergdle emergency court hearing that allowed us
in over her objections.

The standard in Pima County is to use video signal gglithied extra monitors to show observers exactly
what's going on at the central tabulator, on extraes positioned specifically for observers.

Suggestion:Provide monitors outside the central tabulator roonetinio each monitor in the central
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tabulator room so observers have access to the saaerdthe computer screens in real time.

1880 Equivalent Situatio:his is about whether or not people can watch thegs® The process now
happens on computer screens, so observation must How folthe displays.

5¢) We also saw activity in the central tabulator rooterathe rest of the observers were gone. It was
brief, one person moving from one scanner station toakiedoing something brief and then going into
the central tabulator room each time. This occurred afibr the official observers had left. Jim March
was still present outside and was able to recordbthiadeo through the window from the public
observation area (top right corner of map).

This is the same situation and solutions asbove.

6) Mail-in Vote Handling.

Apparently the whole process has been outsourced to aepeivgporation called Runbeck Election
Services. Runbeck prints the ballots, mails themtak&s them back in, scans them and then passes
them to the county elections office. We won't do a “eons’ set of bullet points because we believe this
outsourcing of a critical elections process is a geagkcritical “concern” that will clearly require neor
detailed and in-depth discussion. Both the practicdgl@perceptions of integrity of the elections
processes must be assured “to even the most casgal/eli in order to build confidence in elections.

Suggestionthis is a government function that should be taken babkuse.

7) Outsourcing of Central Tabulator Operations.

The processing of the vote at the central tabulator wasxmostly handled by Sequoia employees.
Operations at the central tabulator station ite@l§ mostly run by Sequoia employees, including the
woman filmed by Jim March active in the room after adfiobservers went home.

Suggestionthis is a government function that should be taken babkuse. If the voting system is too
complex to operate in-house, that's a reason to scr&eé Appendix Aor legal grounds to do so.

8) Disturbing Pollworker Reports.

The poll workers we've interviewed have noted high numbigpsovisional ballots (as much as 1/3 of
the overall precinct vote) in this election. They fatb 3 specific and one general category:

a) “I'm independent but | want to vote anyway!” - estienof 25% of the provisional ballots cast.
b) “What do you mean I'm a mail-in voter?” - estimat®@¥o of provisional ballots cast.

) “I'm a registered Democrat” (or Republican) but tlere listed as other party (or no party) -
estimated 25% of the provisional ballots cast.

General: The most visible general problem included kines, a shortage of poll workers, and the size
of precincts that contributed to the running out of Prowal ballots - troubleshooters were making
ballot copies at Kinkos Copies on their own dime hopargecompense later.
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Linda Brown with the Arizona Advocacy Network (www.azadvocacy.org)states that on election
day her precinct observer program estimated between 10,000 ai@®,000 voters disenfranchised.

During Election Day the running dry on provisional ballots\a#iributed to independent voters by
Maricopa County elections officials. Maricopa Caouaofficials alleged independent voters demanded to
vote regardless of being informed their votes would natcamted. Overall this looks not to be the case.

In the former case, it's understood that their votetvamint. The county elections staff is estimating
that these are the bulk of the provisional ballott.ca

The poll workers we've talked to say otherwise, guesstimétese are no more than % of the total
provisional ballots cast. The rest were people wha'titlink they were mail-in voters as identified as
such in the poll worker rosters. See notes below.

Maricopa County ran 397 precincts out of 1142, a perceinfagfedo.

The total eligible voting base of Democrats and RepublicaMaricopa County was 1,114,208. This breaks down
to about 2,807 voters per precinct on Election Day 2/5/2008.

Pima County ran 200 precincts out of 409, or 48%.

The total eligible voting base of Democrats and RepubliceRgna County was 335,108. This breaks down to
about 1,675 voters per precinct on Election Day, 2/5/2008.

Some voters may have accidentally signed up for lengrtmail-in voting. But still, the numbers seem
high (as of 2/7/2008 60% of the vote counted is VBM a new reagh) &nd the County's blaming it all
on independents voters seems odltis is all very preliminary on everybody's part but it bears
further scrutiny. We'll look again once the official provisional totale a&r, and see also Appendix B
where Mr. Shelby goes into more detail on this issue.

Suggestions withheld on this point pending further rebed®ee also Appendix B.

9) Physical Access Security

Referring back to the map, doors 1 through 4 required card-kegathat recorded who entered and
exited the facility. But door 5 has no such recording céipali is accessed by a code sequence shared
by multiple users. Adding another card-key recordiaggb to door 5 is an obvious fix that shouldn't
even need comment.

Suggestion:Provide an additional card-key terminal at door 5.

10) Party Access To The Oversight Process.

The authors note that the Maricopa County Electidegartment attempted to obstruct the rights to

election observation and oversight. The county elastaepartment initially denied computer specialist
Jim March and election activist John Brakey credent®&lsfiicial public observers of pre-election logic
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and accuracy testing of the county’s electronic votysgesn. Election department staff and attorneys
claimed that credentials would not be accepted via arty for March and Brakey; various excuses were
floated including a single 37-year-old non-violent drogwction on Brakey's part and a claim that
March is a “mercenary” for his role in the Califormansumer protection lawsuit against Diebold.

The only way Jim March and Michael Shelby could getsihi@ertarian-credentialed observers was by
an emergency court order filed by the Maricopa LibertdPiary supporting the right of ALL parties to
conduct election oversight. We would like to thankdhair of the Arizona Libertarian Party, attorney

Michael Kielsky for his timely court filing (and win).

Brakey and March were the lead investigators in a testertessful public records lawsuit against the
Pima County Elections Department which resulted ir¢lease of 300 election databases, the largest
release of raw election data in the history of electreating. They have twice found illegal, uncertified
software in the Maricopa elections office (MS-Acgdate 2006 and early 2007). March, Brakey, and
Shelby are supported in their insistence that “votirgeet, but the counting is public” by Arizona
Revised Statute 16-601 — Tally the vote — which stédidse count shall bgublic, in the presence of
bystanders.” Security of protecting the vote must bigla concern to all.

Suggestion:Maricopa County's elections department nauinstourageoversight, and above all not try to
exercise their own discretion in what is clearly austal, non-discretionary situation. The county
cannot try to control who does oversight and obsematiot legally, not morally.

Comments And Conclusion

This agency has “upgraded” their voting system to the electemg@. They must therefore genuinely
upgrade the observation process to the same level or,asgu@vide an open invitation to fraud. This
means addressing the suggestions in this document: fuik petords access on a timely basis, open and
visible cabling, the elimination of non-certified ssts from the voting system network, a willingness to
allow immediate spot-checks of connectivity issuesraace.

Above all, a “cultural shift” is needed: the county eit@as office must become determined to prove that
the process is fair, rather than the current pracfiteamstringing observation at every step.

Let us explain why Maricopa County should voluntarily supgite changeover.

Every once in a while, an election “blooper” happefke most recent comes from New York City. In
precincts with the highest African-American populatrates in the US, Presidential candidate Barack
Obama received zero votes. This falls into the caiegf “impossible results” and was soon corrected.
In a situation like this where the appearance of fraadwenright glaring, the ONLY thing that can
salvage the election division's credibility is trassmncy. It's not possible to pretend nothing is wrong;
salvation lies in total transparency. If this glit@dhhappened in Maricopa, the county couldn't prove it
wasn't fraud under the current level of “observatica€rsby our team in this election. As it stands, the
GOP vote pattern discrepancy between mail-in and mteeming alone raises questions.

When an even more serious “impossible result” happen&aiasota FL in 2006, the county's process
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and their ES&S systems could not show what really hagghe Public trust in that agency is still
shattered.To run a non-transparent election and hope no serious glitches @cowch like driving
without insurance — you can get away with it for a while, bubdth illegal and a bad idea.

Instead of running a transparent process, Maricopa Chastput the appearance of security over the
actuality.

Worst of all is the out-sourcing of huge chunks of the pme@sail handling on both incoming and
outgoing ballots to Runbeck, and central tabulator ojp@&sto Sequoia. The conflict of interest borders
on horrifying: should anything go wrong with the Sequatng machines as one example, the Sequoia
employee operators of those systems will be underetineous pressure to cover up the issue. We have a
copy of a Diebold manual on employee field operation&keta“not for customer review” which baldly
states: “employees will not discuss shortcomings opooducts, even where obvious.” We see no
reason Sequoia's staff will operate any differently.

At the conclusion of the election, party observersaviavited to sign that they had indeed observed the
election. March and Shelby did not, because theyideresl it perjury to do so under the circumstances
created by the Maricopa elections department.

We don't think the elections department themselves greare qualified to state with certainty what
really happened with this election.

It doesn't have to be this way. The trend in Arizonaslagon is to lay out principles in broad strokes.
The “broad stroke” in this case is “elections will Heserved”.

The legislature hasn't filled in the “electronic obséord detail. We don't think they need to. The
election process is either run in secret or it ishlis election was run in secret.

We submit that this was illegal on it's face.
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Appendix A
The Sequoia Voting System Installation in Maricopa:
A Legal And Practical Analysis

Maricopa County is the largest client county Sequosa &ad is a fairly recent installation (mid-2006).

There are a number of intersecting concerns relatdtetsecurity and legality of this system. Public
records access in the course of producing this report hdkdeduthors in the best possible situation to
comment. We will draw heavily from the security anslysublished last year pursuant to the California
Secretary of State's “top to bottom review” and legalysis performed by Dr. Tom Ryan in Arizona.

We will however be able to go past where these argl gibneers have left us.

Legal Background

Voting systems in Arizona are certified by the Ariz&ecretary of State's office, with a limitation
placed on her powers:

16-442.B. On completion of acquisition of machines oraes/that comply with the help

America vote act of 2002 (P.L. 107-252), machines or devicesaismny election for federal,

state or county offices may only be certified for usthia state and may only be used in this state
if they comply with the help America vote act of 2002 #ritiose machines or devices have been
tested and approved by a laboratory that is accreditedgnirs the help America vote act of
2002.

The Help America Vote Act further codified an existgygtem of Federally approved test labs which are
the sole people outside of the voting system vendoosan allowed to peer into how these machines
work: taking them apart with screwdrivers and more irtgaaly, reviewing the “source code” behind
their functionality. This lets the labs (in theogyjeck the products for accidental “glitches”, various
security flaws and worse, deliberate “fraud logic”.

In order to allow Maricopa County to do their own bapa¢paration (electronic and paper ballot layouts,
Sequoia sold the county a software module called “BRSich includes a data-transfer program to load
BPS information into the main Sequoia elections datatetsd the “Bridge Tool”.

Sequoia, recently supported by Arizona SecretaryaieéStan Brewer, is claiming that the BPS/Bridge
software components don't need to be Federally cerfie the Federal rulebook (2002 edition)
covering the test process.

The authors of this report think otherwis@le believe Sequoia deliberately withheld BPS/Bridge code
from outside review that is critical to the operatadrihe election, code that is central enough to the
functionality of the system to subvert or corrupt tleeton process. Per the Federal rulebook, they
required test lab review.
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Further, our reading of 16-442.B as a limit on the AZS3aie's powers removes her discretion in this
matter. Factually, the code either needs certificatioder the Federal 2002 rules or it doesn't. If it does,
and per admissions already made it hasn't been, theno thes Federal rules making the entire voting
system certified as a complete unit, the whole calaadf Sequoia parts from the precinct terminals
back is legallynot a voting systemit's as fake as a Hong Kong Rolex.

The Federal Legalities
Per the Federal 2002 Voluntary Voting System Standatdbaak:
1.5.1 Voting System

A voting system is a combination of mechanical, electd@arical, or electronic equipmeifit.
includes the software required to program, control, andsupport the equipment that is used
to define ballots to cast and count votes; to report and/or displayiefecesults; and to maintain
and produce all audit trail information. A voting system miag aclude the transmission of
results over telecommunication networks. [Emphasis added]

Sequoia's “BPS” product prepares the electronic and aflet layouts, formats them and inputs the
data into the main database of votes (controlled Brt#fied program called “WIinEDS”). Depending on
which Sequoia document you look at, “BPS” stands for “B&llefparation Software”, “Ballot
Production System” or a couple of other variants

Sequoia's usual business model is to do ballot prepusehas a service to client agencies; Maricopa is
one of a very few who fought that idea and wererefeBPS/Bridge as licensed products to do it
themselves. It seems possible the Sequoia salespgbplsold them BPS didn't realize they were
releasing a legally questionable product to outside scruloye that BPS/Bridge is active in the election
process no matter who uses it at what office; thdahibily of BPS in the Maricopa elections office
doesn't affect it's legality either way. It does gigethe opportunity to examine the situation.

AZ SecState Jan Brewer says (in a letter of 2/7/08):

A “voting system” is defined in Section 1.5.1 of the VSS toeggally mean the total system used
to define the manner in which ballots are cast, countedrtezhonaintained, audited and tested.
BPS is a stand-alone system that enables the usgota lzallots and then import the information
directly into the WInEDS program. The WInEDS progranthie certified election management
system used by Sequoia.

So long as the management system that actually ctéatésllots is certified, then the 2002 VSS
do not require a stand-alone system that supplementsallot layout process to be separately
certified. To the extent there are references in the ¥3®to ballot preparation systems, these

1 “Voluntary” means the states don't have to adopt it za\a along with 37 other states has by statute sdsmarthing
“voluntary” about it for us.

2 They're either obfuscating what software is being used/shimpeheir marketing department needs to hire an editor...

Maricopa County Elections Security Report: March/Brakey/Shelage 12 of 27



references refer to ballot preparation systems tleangggrated into the election management
system itself. | will note that Maricopa County hascessfully used the BPS now for several
elections, including the 2006 primary and general elections

So let's define the term “Integrated Software System”
“A system in which separate programs perform sep&usattions with communication and data-

passing between functional programs performing stanaatdi® routines and a common data-
base.” -http://www.pera.net/Tools/Glossary/Enterprise_IntdgréGlossary |.html

As Dr. Ryan puts it:

“An integrated system is a collection of subsysteras ithight include many “programs” and
hardware devices. Inthe case at hand, the integraetibel system is not just the WinEDS
program. It includes scanners, touchscreens, modems, meardsy all election-related
software, ballots, etc. These are supposed to bel tegtde ITA as a single system.”

The Federal Election Assistance Commission has giyerleminary opinion (Brian Hancock in a letter
of February 19, 2008):

My understanding is that BPS is an optical scan bfaltotatting and typesetting program. It also
has the ability to input and manage candidate filing. Theutsitpf this program are inspected by
election officials to ensure that correct geographoaindaries, candidate and contest
information, spelling, etc. are produced. The bridge semleed as a software utility that
provides one to one mapping of information from the BRbase to the WInEDS election
management system. This mapping function is also ctidnkelection officials.

It is very clear that voting systems seeking cesdtian and incorporating these functions would
require testing of these components under the 2005 VV8@0Hs on to say that the definition
of voting system is not as clear in the 2002 standardsegdhiven't required certification of the
BPS or the bridge.

BUT we also have some Sequoia manuals on this subsjekttding this graphic of theirs:
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As you can see, ballots are prepared based on manutsirgght into the BPS databasésing input
from the voter registration system and straight fwepavith no intervening process. Data from BPS also
drops into WIinEDS by way of the “Bridge Tool” module (tam distributed with BPS.

At this point referring back to the FEC 2002 standards gesghe matter:
Vol. I. Section 9.4.1.1. Focus of Functionality Tests

The ITA designs and performs procedures to test a vogsigra against the requirements
outlined in Section 2.

1.6.1 Qualification Tests

... Qualification tests address individual system comporamt¢e ments, as well as the integrated
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system as a whole.

Section 2. Functional Capabilities

Section 2.1 Pre-voting Capabilities: These functionpabdities are used to prepare the voting
system for votingThey include ballot preparation, the preparation of election-specific software
(including firmware), the production of ballots or ball@iges, the installation of ballots and

ballot counting software (including firmware), andtsys and equipment tests. [Emphasis added]

6.2.1 Testing Breadth

ITAs shall design and perform procedures that test thiegveystem capabilities for the system as
a whole.

9 Overview of Qualification Tests

9.5 Test Applicability

9.5.1.2 Software

Specialized software for ballot preparation election programming, vote recording, vote
tabulation, vote consolidation and reporting, andtawail production shall be subjected to code
inspection. Functional testing of all these programs diswrityvare evaluation and system-level
testing shall exercise any specially tailored soféngtf-line from the ballot counting process
(e.q.; software for preparing ballots and broadcastsglts). [Emph. added]

Section 2.3.1 Ballot Preparation

Ballot preparation is the process of using electioaluites to define the specific contests,
guestions, and related instructions to be contained lotéaind to produce all permissible ballot
layouts. Ballot preparation requirements include:

General capabilities for ballot preparation;

Ballot formatting ; and

Ballot production. [Emphasis added]

Clear so far? We'll add one more snippet of the 2002 stsmbtsuwhich the Maricopa installation was
tested:

4.1.3 Exclusions

Some voting systems use equipment, such as personal cosnphae may be used for other
purposes and have resident on the equipment genepalgausoftware such as operating systems,
programming language compilers, database management syatehWeb browsers. Such
software is governed by the Standards unless:

The software provides no support of voting system capabili
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The software is removable, disconnectable, or switehsdnth that it cannot function while voting
system functions are enabled; and

Procedures are provided that confirm that the softwaseoben removed, disconnected, or
switched.

So: if there is such a serious disparity between BriamckHick's position on this from the EAC and the
EAC's own “rulebook” (2002 edition under which the currergudea gear was tested), we have to ask
“would the EAC ignore credible evidence of a vendor'soaermisconduct?”

The answer appears to be “yes”.

On May 11" 2007, Black Box Voting went public with allegations oftdfation misconduct against
another vendor, Advanced Voting Solutions:

http://www.bbvforums.org/forums/messaqes/1954/47342 .html

This article was backed by a series of leaked photogréyolgrgg AVS “Winvote” machines with
radically different hardware “innards” shipped into tiedd:

http://www.bbvforums.org/forums/messages/73/differenage machines-44965.pdf

Before this article was published, Black Box Voting baairdirectors member Jim March walked into
the EAC's Washington DC offices and personally deliveredqurts of the pictures shown in the PDF
link directly above. Variances in system hardware meadegally possible because AVS had only one
certification number ever issued, for one set of @adbiardware components.

This report was completely ignored by none other than Brian Handbtdke FAA was presented with
pictures of the innards of a Boeing 747 in passengeicsewith fake parts, it would be grounded and an
extensive investigation launched. The EAC showed no gadbssionalism.

A few months later AVS needed to do some supplemernitala@ certification with a newly authorized
test lab, iBeta. To their credit, iBeta (despitartheimary business being the testingvafeo games
took one look at the hardware, compared it to the autltbpaets manifest and blew the whistle. The
EAC had eagerly ignored community complaints aboutvriglor but could hardly do the same when
one of their test labs said the same thing.

The scandal finally broke in August 2007 as various memos. sGo to this page and look up “AVS™:

http://www.eac.gov/voting%20systems/voting-syste m-cediiin/reqistered-manufacturers/

The “correspondence” section is interesting but the bditgams in the link marked “Applications
Terminated” - AVS is officially out of the vote biz a611/28/07 and the contact phone numbers at their
website are all deadittp://www.advancedvoting.com/index.php?p=Contact+Us

The attitude of the EAC in general and Brian Hancock sipadyf is clear: if a complaint about a vendor
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comes from anybody other than the agency or their alssignored no matter how obvious.
So What Is The Actual Impact?

This issue isn't just theoretical. We now know the velurhdata being “pumped” into the certified
voting system components (WIinEDS) from BPS from putdcords — a directory listing of the BPS
station:

01/11/2008 01:10 PM 22,110,913 AZ08JAN11200 8A.zip
01/14/2008 08:59 AM 22,110,913 AZ08jan14200 8a.zip
01/25/2008 03:35 PM 24,797,280 AZ08JAN25200 8A.zip

01/11/2008 01:10 PM 53,309,440 AZ08Prep.mdb
01/25/2008 03:30 PM 70,529,024 AZ08Tbls.mdb
02/05/2008 04:45 PM 63,971,328 BpsApps.mde

This is just the data covering the election of F&2@8. Thesmallestof these files is 22 megabytes.
The biggest is over 70. This is a lot of data being gés@tay a program that nobody outside of Sequoia
knows anything about. (The 70.5meg file is the most likela set transferred.)

Let's assume your humble authors were election consulté&f@svere preparing data for Maricopa
County and it was being pumped into the certified eladitstem — files of this size that were created by
code only we knew the innards of.

The county elections office would rightly panic. Yeey “trust this vendor”.
Why Did Sequoia Commit Certification Fraud?

We have a series of Email communications between $eguad the county in which Sequoia asks about
the hardware and software environment that BPS is rumming

From: Elder, Randy [mailto:relder@sequoiavote.com]
Sent: Monday, October 29, 2007 3:42 PM

To: Eliza Luna - RISCX

Subject: BPS Survey

Eliza,

In order for us to better understand the various machinégcoafions that are currently being
used on your BPS computers; please provide the folloinfogmation about those systems: If
you have more than one computer please provide a sgodor each of the systems being used
for BPS processing or BPS database maintenance.

Hardware:
Manufacturer/Model:
Processor speed:
Memory:
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Operating System and service pak:
Office Release and service pak:

Visio Release and service pak:

Acrobat Version:

BPS version and date from startup form:

This information will help us in supporting you in the upaogrelections. If any updates are
recommended for these products we will contact you eéodioate those changes.

Hope everything is going well.

Randy Elder

Product Development Manager BPS
Sequoia Voting Systems

1705 Chitwood St.

Benton, AR 72019

0:(501) 776-2390

f: (501) 776-2628

m:(501) 765-8479
relder@sequoiavote.com
www.sequoiavote.com

Problem: Neither Visio or Microsoft Office are cédd voting system components. MS-Office includes
MS-Access, which is widely understood to be a securitgtmgre able to hand-manipulate the databases
BPS is passing to WInEDS. Refer back to the direcistind: “MDB” and “.MDE?" file extensions are
Microsoft Access data files open to manual or automateh&V/Basic script) manipulation.

In other words, it's not just that BPS isn't certified sherefore Sequoia has committed a technical
violation of the Federal ruledt can't be certified as it relies on components no tki in their right
mind would approvegspecially since two out of the three original tabslhave been throw out of the
process for poor performance (Ciber and Wyle).

In 2006 John Brakey and Jim March examined the Mari&ggpioia installation briefly and found
Microsoft Office (including Access) installed on tbentral tabulation system. We were told that it's
presence was accidental, part of the “standard apphsi the county installs on every machine.

In early 2007 the Democratic Party held their annual cdimeimcluding elections of officers, on
Sequoia voting systems provided by Maricopa County.ayyain, MS-Access was present, spotted by
Jim March. Yet again, the county passed this off escaigent.

They lied both times. BPS requires the presence®dcess.

For the sake of completeness here's the county'sn&spo Sequoia's query:

From: Eliza Luna - RISCX
Sent: Wednesday, October 31, 2007 8:01 AM
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To: 'Elder, Randy' Cc: John Stewart - RISCX
Subject: RE: BPS Survey

Hardware:
Manufacturer/Model: Dell Precision 490
Processor speed: 3 Gig
Memory: 3 Gig
Operating System and service pak: XP Pro SP2
Office Release and service pak: Office 2003
Visio Release and service pak: Visio 2002
Acrobat Version: 5 Professional
BPS version and date from startup form:3.40L3 8/28/07

Conclusions:

Sequoia withheld a major portion of their voting systeadpct line from all outside scrutiny.

They likely did so because this module depended on knoweuressub-components (especially
MS-Access) and allows easy manual manipulation ofitite it produces. MS-Access also likely
allows hand-editing of the core WIinEDS database contairttesas Access can manipulate
SQL data on which WInEDS relies.

Three government agencies are covering this fiascotbhp Federal EAC, AZ SecState and the
county elections agency.

We have filed a public records request for the actuabdee files, first from WIinEDS and now a second
request for the BPS-generated files. The county héisdego far on the WinEDS data that it is the
“trade secret intellectual property” of Sequoia. @viewing Sequoia's actual letter, we sent a response
to Ms. Colleen Conner, Maricopa County of the attorneffise that we'll include here as it outlines a
potentially bigger problem:

Ms. Conner,

Thank you kindly for your public records response p rovided Friday the 14th.

As you know we have two public records queries outs tanding at this point:

* A request for the WIinEDS central tabulator databa ses in ".SQL" format. Call
this the "SQL request" made in the original records request.

* A request for the raw .MDB files known to be gene rated by the BPS software
module, which I'll refer to in shorthand as the "MD B request” we filed later

by EMail.

On Friday you provided a paper copy of a Sequoia do cument claiming trade
secret protection on the SQL request - for the conv enience of those CCed I've
scanned and attached this document. In that letter , Sequoia claims to be
embedding "software" within the SQL files. This is an unconventional practice
at best and raises questions beyond the scope of si mple records requests. As
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you know, voting system software in Arizona cannot
SecState's office unless it's been federally certif
certification process includes a ban on interpreted
that the federally approved test lab take a "hashed
code they test. That latter means it is possible a
mathematically prove that executable code in the fi
elsewhere matches the mathematical "pattern” identi
that the two code sets are identical internally no
geographically or in time.

However, for this "hash code checking" to work, the
in files that don't change over time.

Sequoia's claim that they've embedded election soft
vary by jurisdiction and election is therefore high
they've stripped out a basic protection identifiabl
system certification rules. It appears at least po

far as to say "likely") that the end result cannot
voting system certification standards.

The AZ SecState's ability to certify voting systems
conditional on federal certification. There is no
allowed under Arizona Revised Statutes 16-442.B:

On completion of acquisition of machines or devices
America vote act of 2002 (P.L. 107-252), machines o
election for federal, state or county offices may o

this state and may only be used in this state if th
America vote act of 2002 and if those machines or d
approved by a laboratory that is accredited pursuan
act of 2002.

In other words, without even getting into the subje
to have identified a whole new way in which their p
illegal for use.

OK. Set all that aside for a moment.

You have told me verbally that you have passed the
(MDB files) along to Sequoia for comment.

My main purpose in writing this is to demand the re

Sequoia appears to be taking their own sweet time r
and | can tell you exactly why.

In the Sequoia letter responding to the request for
'08, they agree that most of the contents of the SQ
totals, election setup and the like are indeed publ
us to segregate that material from the embedded "tr

They didn't expect the follow-up BPS/MDB data reque
they claim embedded code in the MDB files, they're
certification violation. We could argue for days a
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software requires certification; | believe it does

written position on that within days. At present a
thing: BPS has not been certified. That means that
really in it, by definition: no independent lab has

If BPS is injecting code into the WIinEDS/SQL "data
also contain code, then we've got a REAL mess on ou

| think Sequoia has figured out this degree in whic
paints them into a corner.

In other words, the only possible excuse Sequoia co
BPS/MDB files out of my hands would reveal the most
certification standards found to date, and that's s
certification violations of other companies.

In conclusion, | would ask you to pressure Sequoia
BPS/MDB data file request rapidly. | would be will
the BPS/MDB has their tails in serious knots; those
of manipulation of the process the BPS module is ca
to the fact that it should have been certified...bu
"proprietary software" gag they're in even more tro

Which in turn means I'm not going to let them sit o
exact same issues should be obvious to you and your
even replies.

Since withholding is legal impossible on Sequoia’s
that you release the BPS/MDB files.

| would also suggest that in light of their claims
contains programs, your people (and the AZ SecState
at the actual certification status of the Sequoia W
ability to force you to do so short of court action

that you can save yourself significant "egg on face

Thank you for your kind attention,

Jim March
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We are going to break through this veil of secrecy,die$ fraud. Too much is at stake to do otherwise.
Above all, we want to see what's in those .MDB fdesd it appears Sequoia is going to have a very hard
time denying us those files.

While we would prefer to leave off at this point cluating our own research, at the risk of overwhelming
the reader we're going to briefly touch on how mwoinse the situation is.

In 2007 the California Secretary of State's office fsield a series of reports on voting machines — by far
the most complete security analysis documents to dafmr&e groups reviewed the disability access
features of these systems, their source code, docuimeraad overall security.

The security testing was in the form of “red teamciid& voting systems were configured as they would
be in real life and then “attacked” by professional patar security experts acting from the point of view
of both voters and other “outsiders” to the systemd, elections staff/vendor staff “insiders”.

The systems all failed to at least some degree tsitart class” attacks and were downright shockingly
vulnerable to insider attacks. In most cases (aaibsse vendors) these insider attacks were both
possible and either easily concealable or happenedwideving any traces needing a cover-up effort.
America's voting systems were universally found to be obdayets for data manipulation and vote
fraud.

All of the California top-to-bottom voting system rewi reports can be found at:

http://www.sos.ca.gov/elections/elections vsr.htm

Matt Blaze PhD (University of Pennsylvania computer scigmofessor) was thRed Teanteader investigating
the Sequoia voting system for the California SOS Topdttem Review. Dr. Blaze was asked on \Voice of the
Voters Radio August 8, 2007:

Q: "Whatis the current condition of all electronic voting equipment mitéd
States of America?”

Answer: “Fatally Flawed” ...we're 3 to 5 years before anything better will be
available.

In the source code review section of the Sequoia reportsl latk@ve (led by Dr. Blaze) we find:
3.1.2 Integrity of Precinct Voting Firmware and Software
The previous section noted ways in which MemoryPack or ReSalttridge data can be
subverted after the polls close to introduce false pceceturns into the WinEDS system. In this
section, we discuss in which precinct equipment can be aldleeto tampering before the polls
open.

In particular, the safeguards against the introduction é unauthorized or corrupt firmware
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into Sequoia precinct voting hardware are largely ineffetive. An individual with even brief
access to polling station hardware can tamper withliedthrmware in a way that causes votes
and paper trails to be recorded incorrectly, securitytiodpe corrupted, or ballots to be presented
to voters incorrectly. Under some configurations and conditmorsupt firmware may be able to
be spread virally from compromised hardware and may parssss more than one election.
[Emphasis added]

The consequences of such attacks can be quite severe-sgatfang; they are largely difficult to
detect and sometimes impossible to recover from euvbeyfare detected.

We could cite example after example. From pageodtige “red team attack” document for Sequoia:

In our tests we were able to bypass both the physicklle software security protections of the
Sequoia system.

We could pick at random from basically any horror-filggiye of the red team report:
4.8 Security of the MS SQL Server

The WInNEDS SQL Server is supposed to be a secured, strgmyen machine. In the
documentation ([10], p. 3-1), it is stated that: “WinkBurrently does NOT utilize code outside
of MS SQL Server and no connections or permissioneegrgred on the server (besides SQL
Client.) The lack of server access by individual sggovides the application with a secure client-
server environment. The election data stored on therseaweonly be modified by authorized
users only through the application.”

Unfortunately, this is not true. In fact, it is podsibo connect to the database and completely
compromise the MS SQL server host without using theBBS application. This is achieved by
exploiting two security problems. First of all, then&DS access control procedures can be
bypassed. Second, the MS SQL server delivered witBelgeoia system enables users to execute
arbitrary commands.

Or we could cut to the last page of the red team report
7 Conclusions
Although, we did not have enough time to perform a cotamealuation of the Sequoia voting
system, we exposed a number of serious security iSBbese vulnerabilities could be exploited
by a determined attacker to modify (or invalidate)rdwsults of an election.
All the attacks described in this report can be camwigdvithout any knowledge of the source
code. In fact, we were able to extract and analyze dige'& firmware binary representation. In
addition, we were able to extend the firmware by ubingry patching. This technique allowed us

to create a “debugging” version of the firmware, as weleveral different “malicious” versions.

The implementation of the attacks did not require sxte the source code.
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That last is “geek speak” f6Eequoia vote-hacking does NOT require Sequoia-employee-grad
knowledge — any reasonably competent programmer in an electisroffice could pull it off”.

Now for the punchlinea review of all of the California SecState's matlevh Sequoia shows they did

not have access to the BPS/Bridge modolesven know about thendll of the security flaws the
California test teams found areaddition to what we now know about BPS from studying it's manuals
and the public records queries performed for this reg@S creates data in MDB/MDE formats that are
far easier to manipulate by hand wagro programming skills than what was reported in Catifar

Sequoia withheld BPS from Federal test lab scrutinyb@aduse it wasn't in those documents the
California SecState's team had no way of knowing aibodthis was hardly their faultAs far as we can
tell, all California Sequoia client counties hire Sequai to do ballot prep. No documents within the
California “top to bottom” reports of 2007 give even a hint hat the testers knew about BPS

So as bad as the California teams found Sequoia's setugigituation is far more grim when
BPS/Bridge is factored in.

Suggestion:Maricopa County could scrap the system and buy gongeelse. The problem is,
everything else on the market is just as bad — tie‘cere failure” is at the Federally qualified testing
labs and the Federal bureaucracy overseeing the labst t&m, the problems with the Sequoia product
line is grounds for increasing the level of oversightaddition to the dictates of basic sanity and Arizona
law.

® In 2006 when Sequoia's latest system came up for cetitifica California, consultant Paul Craft does make veisfb
mention of BPS and seems to understand that it's involveadlat preparation. But he does not define what therket
“BPS” stand for and makes no mention of the Bridge Tool, siiggethat he ignored the security implications andylike
didn't realize that ballot data was transferred in tiséyeeditable .MDB data format. Leaving all this cardered on
criminal on Craft's part. No mention of Craft's repsrfiound in any of the far more professional 2007 topetttomn
review documents. California Secretary of State Bawgsn't used Paul Craft as a consultant at all th&hawe of.
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Appendix B

Report on Permanent Early Voting List Assignments
Michael Shelby

Michael Shelby was one of the Maricopa County voters in thed@rggl Preference Primary of 2008
who was surprised to find himself listed as a permanent eaity. Mr. Shelby investigated the practical
and legal implications of this confusion which we can stataitleély isn't unique to Mr. Shelby.

Following receiving from the City of Phoenix office oktlCity Clerk Department notification of my
inclusion on the permanent early voting list | made inquity how my name was on the list.

| have no memory of placing myself on a permaneny @ating list. It is, however, just as possible that
at some earlier time | did something that put meherlist. The problem is that | just don’t know. Until
now | had always assumed that the reason | got eatbtbbefore elections was because | vote in all
elections and, therefore, maintained my status as gnveger.

My first inquiry was made directly to Karen Osborne durimg L&A test observation at MCTEC.
Karen informed me, and the assembled others, that tenhElections Department would have used
County records to notify me of permanent early voting emeck with them. She indicated that the
request form is kept on file as a record for comparieahe voting rolls.

| next phoned the City of Phoenix Elections Departmdititeir records showed | voted in special
elections in 2005 and 2006. They said | must have “checkeldeolbox” that indicated my desire to be
put on the permanent list for early voting. | askedcibulld see the documentation indicating | had opted
into permanent early voting. They said there was nitwa¢ their voter records are only retained for 6-
months before being purged. They also volunteered heywibw utilize the Maricopa County voter
database instead of keeping their own. Consolidation h&lCbunty database has apparently happened
since 2006.

A.R.S. § 16-544#ermanent early voting liststatutes makes clear that a written request for thgopar

of verification of signature is required to be placedlengermanent early voting list. Once verified, the
voter is placed on the permanent early voter ligtithanaintained as part of the voter registration ril
lieu of the application, a written request that contéliesrequired information can be used. A voter may
make a written request to be removed from the permangyteting list. Again, it must contain the
pertinent information specifically the signature of théev.

| found no provision mandating that the recorder maintarapplication for permanent early voting be
kept as part of the permanent records. The only reapeint is that the recorder add the applicant to the
permanent early voting list as part of the voter tegfi®n roll.

| found no provision in the statutes to grandfather in p@ent early voter lists. Presumably anyone on a

permanent early voter list, city or county, prior to Nokem2007 has been folded into the county
recorders office permanent early voter list. It isvng to the recorders office to prove voter intent as to
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placement on the permanent early voter list.
Conclusion

In the previous presidential preference primary oféhaxers who were disenfranchised by not being
able to vote or forced into voting a provisional ballot, appnately 50% were reported to have been told
they had been sent early ballots. These people wefased and disappointed because they either did
not receive an early ballot or had no recollectioroasser having requested an early ballot. The
alarming number of provisional ballots cast in thidgnence primary is cause for significant concern.

Recommendation

The Maricopa County Recorder should send a verifinagguest to every voter now on their permanent
early voter list prior to the November 2008 general edectiThis should be done immediately so as to
allow voters to clear up any problems, misunderstamsgimgrequests to be removed from the list. Unless
this is done, there will be a repeat of the presidépteference primary but on a much, much larger
scale. This would call into question the competenclefecorders office and the veracity of the
election.

To provide an appropriate level of service to the vaasmeet its obligations to provide fair elections,
the Maricopa County Recorders Office must verify tlzethevoter on the permanent early voter list is
aware they are on the list and that they remairhenist until they opt out.

Signed,

M. Shelby

Michael Shelby
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