
GnfL Paul

From:
Sent:
To:
Subject:

Ronald L. Rivest lrivest@miledul
Thursday, July 28,2OO5821 PM
Multde recipienls of list
{Spamfl F\Ai: Multiple wlnerablliti* in Diebold Optical Scan

Dear Barbara --

Tb,aak you for your letter (copLed belorr) bringing to tfiy attention the l{urstl report o!
potential eerioug vulnerabiLitiee la Dlebold op-scan
mach.lneg,
LncJ.uding a sunmarts of tbe report aad links to the fuLl report. !{brile I had seen a report
on rhis materlal, f had not previousJ.y seen tbls gullmary you forward.ed or the full rePort
it ll.nks to. (I had seen tbe ne'ws repor! at
bttp ! //erww. scoop. co. azlscories/slo5 05/s00381. btn. )

I am (hereby) for$ardlDg your letter and aggoclated report to the TGDC a:rd to the EAc
cormrissi.oners .

I don,t k]]'ow whetber tb.ls report accurately descrl-bes vulnerabllltles in the DieboLd
ByBiems or not. The report glves quite a bit of detal1 a::dl seems (ulfortulately) very
pl-ausl-bl.e. of course, independent testing and werificallon would be required to 8e11. I
bawe not contacted Dj-eboLd for thel.r coments on this report. I have not seen any
documentallon of the certificatioa exam reports for tbe reLewart Dlebol-d machl-nes. I have
not conducted any exanlnatslon myself.

I agree r.rlth your suggestlon thats this reported. vulnerabllity seemg gufficientl-y BetiouB
and egreglous that the EAc should coaslder stepB to independentLy evaluate its vaLidity,
and perhaps (lf the report ls
correct) de-certifylng the machines for8d to h.ave sucb. vulnerabl"LitLes. If this report ls
correct, tbe vulnerability ls indeed quite EEartu.ng and shocking. Wbl1e the
inweEtigatsion rras sponsored by Bev HarriE's orgallzaclon BlackBoxvotlng. org, whi-ch ig
ltself often conLro:rer6l-a1, the reported vuLnerability 1s suffLclently clearly descrl-bed.
thaE valldatlng j-ts accuracy should be relativeLy stralgbtforward for atryone $l-th access
to'the reLewalt equipment.

on a somelrbat Larger perspectlve, lbls lncident has several mora1B.

-- It supports the posltlo!, made in testimony by DtLI and others,
that evaluailng tbe securLty of fhe softl'are $ithin a voting
Bystem ls exceptlonally tric\r and dif f l-cul-t.

-- It supporte the posltlon ttra! current certiflcation procedureE rnay
not be up to lhe cask of identlfying all the serj-ous vul-nerabll-Ltles
l-n voting systems subtitted for evaluatiotx.

-- It supports lhe resolullon, passed by tbe TctDc but not yet l-nE lementsed
wLth requLreme[ls, requiring open-ended search for vu].Derabil-Lt1eB
in votlng systems BubrnLtted for evaluaiioD. (It ig howewer clear, as
Ilurstl slates, that any system contalning such fLawg ehouLd not bawe
paeeed even the earller votlng Bystem stand.ards. )

-- It supportss the position that voti:tg system evaluation shouLd be
much $ore demanding and rigorous than at present.

-- rt supportB lhe posltlon thaE Bource code for voting systeme sbould
be rruch more general.J.y awa11abLe for aaalysls by quaufled partles, ao that
vul-nerabllitles llke thLs are more lLke1y to be caught before they
are e:qrloited, (I was pleased to see that !'Lorida electl-on offlcLalg
were belpfu1 in facll-itatlng thLB investigation, sucb goodw:il1 rnight be
lacking in other cases shere lnvestlgatlo! requJ-ree access to equlpnent
or source code. )
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-- It supportE the positlon tbai votlng system vendors should, for tbe
purposeg of se6ur1!y evaLuatio!, be lreated as potencial adversarLes
to tbe integrlty of the electlon process. (sucb a alesign fLa1,, 1f
actual-Ly pregeDt, neemE an j-nvllation to fraud. )

-- rt supportss the posj-tion tha! voter-verifled paper audit t"ails
provlde usefuL prolectLon agalDst software problens atf,d. fraud.
(In tbig case the paper op-scan baLLot6 are thle protectLon. )

of courBe, thie 1s only true to the extent that recounes are pelfof,med.;
it ls very dlsturbing (as tbe ne$B articLe reports ) that BPontaleouB
random recounts are often prohibited by state laie(t).

-- It makes clear the necessity for procedureg to baDdle serious aled
credibLe vuherabllity reports, the need for an independe!! Process to
evaluate such reporlE, alxd rhe need to decertify equipment fould, to
have geri-oug vul-nerablLlilee.

In his report Eur6tl also makes other reco[mendations (such as cb.e one go require
retentioB of the Bemory cards after a:n elecfion) that are good ones.

.Agaln, 1 tbark l.ou for brlnglng lhis to Iay attentlou. r am sure that thls materlal- wllL
be seriouely coneldered by both the TGDC anat the EAc. ThLs iacident !rll1, I expect, be a:x
lntereEiing ntest casen for the EAC to demonstrate its connitment to th.e integrity of
voting systens in tbig country when a serlous vulnerabj.lity i6 reported..

PLease keep me lnforrned lf you obtain furth.er relevant informatioD on
thls matter,
parllcularly rel-ating to the vaLldity of the vulnera.bility repor! l-tse1f, or other
ewal-uallong of lhls report.

sLncerely,
Ronal-d L. RiveEt

>Date:  Tbu,  28 ' Iu1 2005 L4:23:58 -0700
>slbject: FW: Multlple vuLnerabiLlties in Dlebold optlcal scan
>From ! Barbara simon€ < s lBoag@acm . org>
>To. Ron RLveBt <rivest@lheqry. 1cs .mit. edu>

>!Ii, RoD. I'm sure you are ar'rare of the gurFti report. I found some of
>o'De1l's coments about, that repor! interesting, especially;

> > Based on nry experience Ln the flnancial sersices industry, dLscowery
> > of rm:ltlp1e secullty vulnerabllicies of this sewerity in equlpmeot
> > j.n uee by any bank or brokerage house i{ou1d trigger an j-rmnedj-ate
> > shutdolrE of alL tbe affecled systems, followed by a fuLl internal
> > and exleraal audi!, a!d, ln all likelibood, formal inwestigatiou by
> > reg!.1atory and Law enforcement agenci.es. lfe should accept no Less
> > from the electlon eerviceg iBdustry.

>Is there arxv charf,ce tbat the TGDC couLd recommend to lhe !:AC thats the
>EAc cal-1 foi all Dl-ebold op scans to be withdrawn from tbe market ur,tiL
>this security hole iE ellmlnated and thac all" other op scan eystemo be
>tested for the same securliv hole?

>Regards,
>Barbara

>from conrD. ri.sks

>Date:  Wed,  13 .Tul  2005 L3:35:39 -0500
>!'rom :'Bruce o' Del-1 i <bodeLL@digltaLagllity. coEt>
>subject! Multlple vulnerabllities in Diebol"d optLcaL scan
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>A Technical- Report publisbed by Slacl<BoxvotiDg. org (4 Ju1 2005) detalLB
>muLtlple critical- securl-ty vul.nerablllties l-]1 the Dlebol-d otrttlca1 scan
>IIotl:2g eguipBeat that ltas uBed to ta1ly approximateLy 25 BiLl-lon votes
>1n the 2004 us eLectlon.

>overvlew, http: //www.bbsdocs. org,/generaL/BBvreporc-lsheet.pdf aad rr:lL
>lecbnical repor! : bttp : / /www. btackboxqoling. orglBBvreport . pdf

>Barrl gursti, aa independlent security colsultalx! - with the consent of
>election officiaLs in Leon County, FLorida - I'as abl-e to take fulI
>conLrol of the Diebold optlcal gcan device and manipul-ate vote totals
>and audit reports at wi11.

>The Dlebold Precinct-Based optj.cal- scan L.94w device accoltrtrod.ates a
>renovable memory card. It had been believed that thi-s card contained
>oaLy the electroDic nballot boxn, the ballot deelga and ehe race
>definitione; aetonieblngLy enough, the memory card algo contaLns
>executable code esseDtiaL !o the operation of the optical scar syscem.
>The prese[ce of executable code oD the memory card ls aot mentioDed L!
>the offlclal product documentatioD. Thls archj-tecture permits rnlLtLpLe
>methods for unautshorlzed code to be downloaded to the memory cards, and
>ls r'lde open !o exploltatlon by mallcioue lngiderg.

>Tbe lndlvlduaL cards are programmed by tshe Dlebold GEMS central
>tabulalor device via a Rg-232 serlal port connection or wia modem ower
>the public pbone network. There are no checksun mechanigmg to detec! or
>prevent tamperiDg $lth the exesutable code, and worse yet, there are
>credlble exl)loits whLch couLd compromise both tb.e checksum al3d
>executable. The report notes that thls appears to be in violation of
>Chapter 5 of tbe 1990 Federal ELection Comission Sta!.dards for
>eLect{on equipment, a]1d therefore Ehould never have been certified for
>use.

>Tbe execuiabLe code is wrltten in a propriebary lang'uage, Accu-Basic.
>Accu-Baslc prograrns are fLrst coupi!.ed lnto AscII pseudocode, which ie
>then executed by a! j-ntserpreter residing i!' the optlcal scan devlce.
>Eu!B!1 located a! Lnexpenslve device capable of reading anal updatlng
>the memory carde adwertised oa the Internet, and usLng a
>prbLicly-available ver6l-on of the Accu-Baslc corq)iler ( found otr tbe
>rnlernet, aLong 1dlth Dlebol-d source code ard other documentB, by Bev
>Earris l:r 2003) wag able to e:q)Loit theee :rulnerabilltieg - ald
>pub1lcJ.y demonserated the ab111tsy ro modify vote toLals F''d, audLt
>reportB at wlLL.

>According to tbe report:

>nlbcploltE available lvlth this desiga include, but are not l-iBited tso:

>n1) Paper trall- fal-slficatl-on - Abiltty to modlfy the electl-on reBults
>reports Bo that they do not match the accual vote data

>"1.1) Productioa of faLse optlcal scan reports to facllltate cbeclG a:xd
>baLarces (matchj-ng the optlcal scan report to the ceD.tral tabulator
>report), in order tso conceal attacks llke redlslribueion of the votes
>or TroJ atr horee scrlpts euch ag tbose deeigaed by Dr. Eerbert
>Thorpson. (19)

>'1.2) An ingenious extr)lolt presents itself, for a single memory card to
>mimLc votes from maay precilcls at oDce whl-1e tra!.Emitting voteg to the
>centraL tabulator. fhe paper trai.1 falslfication methode in this report
>!d,Ll blde evidence of out-of-p1ace iaformation from tshe optLcaL scalx
>report tf fhat attack Is used.

>n2) RemovaL of lDforlnatlon about pre-l-oaded votes

>n2.1.) Abillty to hide pre-Loaded vote6
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>"2.2) Abll-Lty to hj-de a pre-a!:ranged integer owerfLow

>n3) Abl-Llty to program conditlonal behawior baBed on tlme/date, nunber
>of voles cor.ufted, arxd. nany other bldd.en trl-ggers.

>'Accordlng to public staternents by el-ectio[s officlals(zo), the paper
>trall- produced by the preclnct optical gcan bas been pl-aced l-n!o the
>rol-e of a vltal safeguard mechanlsm. Tbe paper report from the optlcal
>ecan machlDe ls the key record used to confirm the integrity of the
>cenlral babuLator record, '.fhe expLoits demonstrated .fur the false
>opt.lca1 gcan macb.ine reports (trpol1 tapeso) shoem on page L6 do not
>charge the votes, only the report of the votes. HtreD combined erith ghe
>Troja! holBe attack demonstrated by Dr. Thorpson, this attack vector
>malntains ar lllusion of integrity by ptoduclng false reports to match
>the coataminated cenlral tabulator reports.

>"Ttre lsecond] eqrl-otc demonstrated in the poLl tape with a lrue report
>containing falBe votes, shorrn on page LA, cb.a:r.geo lhe votes buts not the
>report. Thls ex€lll!)1e pre-stuffs the ballot box in sucb a way a6 to
>produce an integer overflo\r. In this exploit, a smaLl Duniber of votes
>is Loaded for one ca[dldate, offBet by a large nuhber of votes for tbe
>opposlng candldate 6uch that the sum of the nuEbers, because of the
>overflow, wlLl be zero. The Large number is deaig::ed to trigger an
>lnteger overflow Bucb that after a certain aumber of voles Ls recelved
>its will fJ.lp the vole counter over to begin counting from zero for that
>ca:1didate... combiniag the faLse report oethod (deno!.BtraLed on page
>:-6) r'ith the pre-arranged j.nteger owerfLow (demonstrated o!. 18) Eeems
>to be arl especlally efficient exploit because it is a one-6tep procegs
>that takes out both the actsua1 process alf,d j.ts eafeguard at the eame
>!ime, whj.1e survj.wl-ng scrutlny of almoBt alything Bhort of a fu11
>marrual recoun!. n

>Reportedly, at leasi 500 jurj.sdictions used the vuLnera-ble opticaL scan
>system ln 20042 for example, the Diebold Precinct-Based Optical Scan
>1.94rr system cor::f,ted approxlmately 2.5 mil-lion voteB in 30 counCies, or
>a.bout one-lhlrd of all the votes ln FLorida, and nationwide,
>approxj.mateLy 25 miIliotr votes
> (http: //www. freddeva!. com/blog/arcbives/ 0 0 006?24 . htnl) .

>Altlrough the exploLts described Lu the report couLd be uacowered, Lf a
>full- ha]:'d recou:xt rras performed, in practice, detection is unlikely.
>uost JurlsdicLions llmit the time frame for contesting a]l eleclion. !'or
>numerouE reasons, botb candidates aad eLection admLnLgtrators are
>reluctant to question the official taLLy, rf,hile hand. recountB are
>expensive - wlth costs borne by the contesting party. Few elections
>taLLied by optlcal scan equipment are ever fu11y recounied, and
>automatl-c recounls legauy triggered by a narror.r margj.n of viclory
>wJ-J.L, of courere, fail to detect large-scale manipulati.on tbats shifts
>reBuLts outsl-de the recor:lt thresbold. !'ina11y, there are claBslc
>problemE i{ith paper baLLot chain of custody, tbe more time passes, and
>the further a paper artifact travels from its polnt of origin, the Bore
>vulnerabLe lt is to tafipering.

>Therefore, the mere presence of a paper trail will not deter or detect
>eLectronic vote manlpul-ation by mallcious lnglders uDLesB the
>voter-verified paper ballot or optical sca! baLLot ia actual.ly randomly
>audited - preferably, Ln-precinct, on election night Yet tbe cosb and
>time requlred by a truly effective and rand.om audlts protocol ulf,dermLneg
>the case for electronically-aoeleted vote tal-l-ylag. Therefore some
>alalysts now recornarend ug L[p].ementation of tbe canadi.a! system -
>hand-counthg of paper ballots ln-preclnct on Electl-on Nlgbt. wlth
>acconmodatlon for the vlsual.Ly-lmpalred - ag the best corEtermeasure to
>systematLc electronic eleccion flaud.

>Based oa my'o<trrerience in tbe flnancial serrlces industry, dLscovery of
>mrltiple gecurl-ty vulaerablllties of tbls aeverity lu equipment h uBe
>by any ba.nk or brokerage houge would trigger an Ldnedlate shutdowa of
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>alL the affected systems, foLlowed by a fu11 intemal- and exterDal
>audLt. and, in all likel-lhood, formaL Jnvestigation by regulatory aad
>law enforcement agsscies. we sbould accePt no less from lhe election
>serviceg induEtry.

>The affecced Dlebo1d optlcal ecaa equiprnent Bhould be ilrEledlate1y
>$Ltl.drarrrf from use in any electlon uatiL lodependent recerllfication Lg
>achieved. or a secure allenatlve 1s obtained. All otber eLeqtiol:
>equipment - marf,ufactuled by Dlebo!.d or by other vendorg - sbould be
>exa:rl-ned, ald lf subjec! to the eame wulnerablLity, shouLd also be
>slthdrardr. An lnvestigatLon eo determine how equipment rltb guch
>gerious vulnerabllltiee to LneLder manlpulation could ewer bawe been
>certified should also be l.ar.rncbed, and certlfication and oversigbt
>proced.ureB enhanced.

>cood people dled to galr1 a:xd defend our rigbt to voce. ELectlon
>admlnistratLon fimsc nots be exenpt from lndustry best Practi-cea for
>security, audlt and control.

>gruce orDe11. Partner, DigitaL ldgiuty IncorPorated
>*'rr'!r. digitaLaglllty. con MeEber ' A(l{ sIGsoFf' sIGMHfRIcs, SIGART
>bodelJ.odlgitalagiJ.ity. corn

> > - - - - -or iE inaL M€ssage--- - -
> > FroEr: scarl, Ethar: [ma1lto: etha!. scarl@boelng. com]
> > Sent: wednesday, JwLy 27, 2005 05t36 PM
> > To: vote-wg@Iistss. cpsr. org
> > Cc: 'scarl, Etban'
> > subject. lvotse-$gt] !'wr Black Box voting Board l4enber AEested in gan
> > Dlego
>for vJe'rlng vote-TaLlylng

> > This seens to escaLate the problem of adequate public monj-torlng of
> > voLe tallylng to a nevt Level. IrLl be Lnterested in kaorlng whether
> > aayoue in tbe area haE addiLlonaL information' or can 1et us knort
> > how th.e 1ocal. media are covering the situation.

> > From: http : / /rrir!r. blackboxvotlng. org

> > -----origlnal Message- --- -
> > From: Black Box votiag [ma11to: crew@blackborqoting. org]
> > Sent: nednesday, J\ly 27, 2005 3:51 AM
> > To: scarL, Ethan
> > subject: Black Box vocltxg Board Mernber Arrested in sall Dlego for
> > vleirj-ng vote-Ta11ylng

> > VIEWIItrG TEE DIEBOIiD VOTE-TAIJTYING SCRESI PROEIBITD

] I ot. March. a meriber of the Bl-ack Box votlng board of d,lrectors, rrras
> > arrestsed fuesday evea!.ng for trylng to observe the Diebold central
> > tabuLalo! (vo!e lallying Eacbiae) aB the votes !,tere belng couDted In
> > san Diego'e mayoral election (.tuLy 25).
> > (- online discusslon: http: /irww. blackboxvoting. org -)

> > Accordj.ng to .TLm Eamil-ton, an eLections lntegrity advocate from san
> > DLego, be and March vLslted tbe offlce of the registrar of eLectloas
> > earlier in the day. D[rlng tblB vieit, March made t$o requests,
> > whlch \dere refused by ulkel Haas, the sa!' Diego Reglstrar of
> > eLectLons.

> > 1) Itlarch asked thac tbe central tabulator, tbe codlputer that tal-Lles
> > up lhe voees from all tbe precinctB, be poeitioned so that citlzens
> > could obserse Lt. AccordLog to Eamlltoo, 

-!bls 
ltou1d have requLred
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> > Elnr;>ly moviDg a table a felt feet.

> > 2) March also asked for a copy of the r.gbfn fl lee -- tbe vote !aL1y
> > files col-Lected. durlng the course of labulation - tso be prowided for
> > examLration afLer the el-ection.

> > The arrest of .Tim March underlineE a fundamental problen facing
> > Amerl-cans today as, lucreasi.ngly, they l-ose the ability to monitsor'
2 > verLfy, ot waich ary Part of tshe cor:ntiBg Process.

Ronald L. Riwest
Room 32-G692, Stala Cente!, MIT, Cambrldge lilA 021'39
'leI 6L7-253-5880' Email <rivest@mlt. edu>
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