Diebold DRE Technical Security Re-Aszzezament Part Two: Disbold

Risk Levels of Identified Risks (continued)
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Physical Testing

3.01 | There 15 a sk that the PCMCIA card can be remove

compariment 15 not locked.

ﬁh\ Iiednum Low

This 1z still the same setup. The power switch 13 1 the sams
compartment as the PCMCIA Flash memory card with the ballo
mformation.

307 | GEMS uses the M35 database Jet enzine to store ballot definition data High High High
and election results. Any ODBC compliant tool could view the data
in the database.
Thersa 15 a nisk that an unauthornzed person with access to the GEMS
server can access the database and change ballot definition files and
elechon resulfs.
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