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Dieb.U Ekdo" S):tsrnr, Inc.

L.&nrd?, TX 75069
972 512.6m
tu 972512.6044

C@PY

Mr. Ion Sancho
Supervisor of Elections
kon County, Florida
301 South Monroe Sfeet Suite 301
Tallahassee FL 32301

Dear lvir. Sancho,

We have beon advised based on certain reports from internet w€bsitgs rhat you have
willfully and intentioually allowed the manipulation of merurory cards related to yor:r
elections. You may also have allowed the Diebold Eleotion Sysierrs, Inc. @ESt) GBMS
software, which is iostatled at your site, to be used in an unauthorized manner aud in
doing so, appear to have intentionally and negligently allowed unauthorized persornel to
make modifications to your system tbat are not discernable by you or your IT stafr,
Aside ftom potenfi violations ofolr licensing agreenents and intellectual property
dghb, we believe this to have been a very foolish and iresponsible act.

As you are acutely awarg basic security practices are required in the operation ofany
votitrg s)€terl And it is your responsibility to ensure that your computing equipment is
prot€cted from unauthorized access. Ia this case, at a minimum, the room whero the
system is used should be locked with accss conEol given only to lrusted individuals; the
password is never shared with others. During elections and at all other times, all merrory
cards should be under the contol and supervision of authorized personnel performing
offigial du{es for &q Cous8 ad teE}o{rliblg enqrgh to prolect rhe integriry of the _
citizen's voting sy6tern.

Your improper actions, lvIr. Sancho, are equivalent to leaving your oar unlockd with the
windows down and keys left in the ipition and tlen acting surprised when your car is
stolen or tle interior vandalized, other examples would be acting surprised ifanomalies
wae discover€d aftcr you left paper ballots exposed in ao unsecured area and invited
individuals of questionable chamcter to visit the roorn" or asked some unknown person to
deliver papdr ballots to a cenhal counting location without a trusted escort. Like paper
ballots, the memory cards and otber parts of the voting slntem must be kept socure io
pmtect their integrity. I am suie that Florida State lav mandates such a duty on your part
and that the voters and citizens of Leon County would expeot such a responsibility fmm
vou as well.
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while we welcome auttrorized testing and examination of our products by qualified
professionals and ars coufident thal our products are the most secure andaccurate
poducts available, actions such as yours only serve to undermipe the public's conffdeuce
in the secr:rity and accuracy that good eystems ca:r provitte when usdwith tne proper
procedures and by arthorized personnel.

The damage you may have allowed to be caused to your system hzq nsthing to do with
the safety at.d security of the pmducts yol have purchaued ftom DESI or i6 predecesson,
You have ohosen not !o operate yonr vothg sysem in accorclance with the processes and
procedrres recommended by DESI and ttre industry's best practices.

we are investigating whether your actions may have violated your responsibilities under
our licensing agreements or v.o]ded sy gxlendd varranty. ciearry, a:t a minirrru-r t!"
eforb req'iisd to deGrmineif any anomalics remain in your .ystem are not covered by
the system's ext€nded warranty.

As your system has now been compromised by your acts, DBSI cannot confirm at this
time,whether you can conduct anyfirture elections reriabiy. oue o your seemingty gross
negligenoe, Diebold recommends that no etections be oond'cted using your GEfi5 

-

oomputer and memory cards until the systern has been evaluated Uy quainea
pmfessionals and the software completely reinstalled-

we have indicated to the stare Division of Elections authorities that we wix gladly
reviev rhis matter with them if they wish. If the county commissioners wis[ n*r to
review this mater with the persor:nel responsible for the overall tr security in Leon
couuty, we lrill also be glad to do so. please coffact our support Deparhnent ifyou
wish to make arrangements for us to attenrpt to idortis and/oi remeoy the exisdce or
extent ofany damage you have caused to your systenl.'

Respectfully,

Senior Corporate eounsel

cc: Paul craft' Bureau chief, Florida Deparmeit of state, Division of Elections,
Bureau of Voting Slstem Certifiiation

Mr. Bill Proctor, Leon County Commissioner
ilh. Bob Raokleff, Leon County Commissioner
Ms. Jane G. Sauls, Leon County Commissioner
Mr. CliffThael, Leon County Com:aissiono
Mr. Dan Winchoster, I-eon County Commissioner
Mr. Ed DePuy, Leon County Commissioner
Mr. Tony Grippa" Leon County Commissioner
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