Voter Verifiable _umom__oﬁ
Accusations
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 TrueMajority.com ﬁ

— States that “They don't even @m a way to have
a real recount should the @Qmo:_:mm crash or
there be any other amm@v: 8 think that something
might have gone <<_.%S@

» Blackbovoting. oo%b

— “The :mémmﬁ/zo::@ machines eliminate the paper
trail. <owwﬁw and local election officials no longer
have apy way to verify that votes are counted
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* Time Magazine Article <
&
+ Vanity Fair Article o
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- Web-site Review.""
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— Blackboxvotjiig.com
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- qam_,\_ma\_._q.ooa
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Time Magazine — April 26, 2004

“The Vexations of Voting _,\_mo:_:mm._%
: .b
Claims that in three Maryland counties Diebold ﬁo:o?m%ﬁWm:m were not

displaying the entire ballot. \/v\m\
— Time magazine claimed that a technician checked the machine and said

that the entire ballot was not being displayed:

This statement is false. The technician mw%/mmmn that he made no such
statement. Even the complaining _sm%:a_ voter testified that he may
have missed the race. S

“...not possible to do a frue 38:@7@3 the system because they produce
nothing tangible when a vote is¢ast.”

Machines can produce an anonymous printed copy of each ballot
which has been used _“om% recount.

“...believe that the mw&wwjm are too vulnerable to tampering or simple
breakdowns.” ~ ~°

Emao_a Ho:nsm%owvmm: Bmosmsamm_.m..mimioa_u<§m_"mam_.m_m.mﬁm3
testing authofities before they are used in an election. Logic and
accuracy tésts are also performed by county officials that verify that
the macHines will work properly during the election and have not been
tampered with.



Time Magazine — April 26, 2004

“The Vexations of Voting Machines’ -,
- 4

20
“Possible to vote more than once...” \/v\m\o
Once the voter casts their vote, the ms_ﬂo_._s%o: Is erased off of the
smart card, making the card useless. ._._Nv@wmﬂ is you can’t read or
write to the card without having the @mm_.o_u_.mmﬁo encryption keys.

“...the new machines didn’t fire up &983\.:_.

This statement infers that the maw\o_,_ screen machines did not work
properly. The touch mo_,mmmvm%m_._"o::mn_ flawlessly. The machines
that this quote refers to are the Precinct Control Modules (PCM)
which booted up to ap‘unfamiliar screen due to low battery in
isolated _oom:osm@@o__ workers in most precincts were given the
proper mzms.:omw@:m to resolve the issue by 7:30am.
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Vanity Fair — April 2004

“Hack the Vote” %\

)OJ\

mmmms.:m fo the supervisor smart card, Bev @mw:.m states that,
..every one of these cards had the mmS@ﬁmmms\oE 1111
:mwQ.oome into the system” %o

O
Diebold has installed a dynamic<pin which is controlled by
the local election officials. ._.:@on_<=m3_o pin can have up to
6 digits and can be o:m:@mﬂ every election.

‘land line modem....far from hack proof”

22
Transmitting m_ooﬂ_%@ results is optional and the election

results are m:n&mmma and digitally authenticated during
:.m:m_:_mm_o:z\o
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Vanity Fair — April Noo#

“Hack the Vote” . a

04

o

« “In a couple of mouse clicks, Harris was m@m to go in through

Microsoft Access, as if through a cmo%%oow change vote

totals, and erase any ‘audit trail’ of, hér actions”

O
« There are no back doors. _._mg_m had full administrative

rights to the computer m_@@fmm using, which does not

reflect the real-life m_Ewm\wmo: in an election office. Each

user has a log-in @:@ password identification, and the
server is also _u/\_%m_om_:\ guarded. Only authorized

software omm/rwvm installed on the server and Microsoft
Access _mwsoﬂ authorized.
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Web-Site Issues .

&
No content regulation N

Information posted from ::ncm__wm%mo:qomm

OO

Information not validated Q
N

Misleading _:ﬁozsmzoﬁ mzwm to the fact that quotes are

used out of ooimvmv%

Thereis a mBm%@mmqom:”m@m of discussion/debate that is

being cmmo_&o improving the system
&@
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Top Activist Web-Sites’

+ BlackboxVoting.com Y

+ TrueMajority.com @@0

N
— The 2 above web-sites mﬁ@@ﬁm major hubs for

various other activist M«.%vm including:

\PO

i

. <oﬁm:mca%m@

@x
« Verifiedvoting.org

S
. émgmmoném_,m.ooB

 Wired.com




System Security
Accusations &

« TrueMajority.com o

<
— “One hacker (during the RABA testing) _\,@/\mw@\m fo open a locked
machine and start changing votes. @@&x him less than a
minute. Another hacker was able to-intercept and change vote

totals being sent to :mm%cmnmﬁ%vo

+ Blackboxvoting.com /\09

<
— “The machines produce new tampering and vote-rigging
vulnerabilities. We dgnot have adequate systems to protect
against EEbm:.:@@\mv: programmers, vendors, and technicians.”
<

« Several activist Mv@c..,m:mm link to the Avi Rubin report stating,

— "..a poll worker could tamper with the contents of the floppy before
Smm&:@%m:qo the voting terminal.”

— “Sending election results in this way over the Internet is a bad
idea.”




System Security
Diebold Response -

o
There have been ZERO security related Eoc_@m% reported
Touch screen does not use floppy discs @@O
Voting terminals are normally pre- _omQ@mcoﬁmﬂma and sealed before
delivery to precincts 9

Logic and Accuracy tests, E:aw: each terminal with results verified

before and after each m_moﬁ_rwmw
The Diebold voting mﬁm:goaomm not send results over the Internet,

nor does the voting m@q ion connect to the Internet at any time

Dynamic access m_/z can be changed by election officials as often as

needed A\ono
Many Q:ﬁm&a_ma@ma real-world processes when examining systems



Smart Card Reproduction
Accusations @

04
<
»m\
« Many of the activists’ Eoc-m:mm%wé made

Z

claims including: S~
O

— Smart cards are Sbﬂ@ﬁwo\.c\m and therefore
can allow voters @@«oﬂm more than once.

— Smart cards b&@&&mm very little additional
. e
security ang'in fact opens the system to

se <mwmm&w~,m cks.
=




Smart Card _Nm_o_,oacn:o:
Diebold mmm_uo:mm

« Smart cards cannot be reproduced or used 3:@6.0 times.

— After serving as an election official o_c::@%:m Maryland primaries,
Avi Rubin himself stated, “We made @@ widely criticized claim that a
teenager in a garage could Sm:cmm%cwm Smarfcards and use them to
vote 20 times... | now believe G,mw this particular attack is not a real
threat... | started 8m=~5%m~, some of the attacks described in our

initial paper were actually quite unrealistic.”

D
— There have been m&m:m? of real-world voting day checks and

balances that 3%3\ critics have ignored in their laboratory-

N%
originated o&ﬁcmm

— Once ﬁ:%v%oﬁmq casts their vote, the ballot is erased off of the smart
card, Bmz:@ the card useless until re-activated by a poll-worker.



System Issues ,
Accusations

* TrueMajority.com o«

?SQ.%SQ touch

— States that election officials mm
screen computerized <o:@% machines that are
vulnerable to the mmﬁ@ b\oc\msm as other computer

technology, So\%.wn crashes and power-outages.”
>
- Rebecca z_mo&%m David Dill Web sites

— Both 3&&@ mﬂmﬂmq that electronic voting is vulnerable
<
and unreliable for modern elections.



System Issues
Diebold Response -

O
<
v

Logic and accuracy tests are run on mmo_@ terminal by an
election official with resulits verified _@m_ﬂoa and after each

election. oo

O
Internal battery which m__oéwamy: to run 8 hours without

electricity in case of a Uoﬁmﬂocﬁmmm

Units are msamumsnm@@&* one another, allowing voters to use
any of the Bmo_.__:m%

Internal audit _a@w record all activities performed on the

systems &

A\é
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Voter Verifiable ,_uoom:%
Diebold mmmco:mm

The Diebold Election m<m63m machines have _@M@Em_ printers and
currently can produce an anonymous Q_Zm%sq:mom of each ballot

cast during an election. O@
— This allows verification during m%%uci or any other review of the
election results 09

Verifiable receipts is a matter, @rocc__o policy, not of technological
capability. 4

O
—~ DESI can meet é:m@ﬁ: standards are established when this
public policy amﬁm is resolved.

Federal m.ﬁmsam_moaw must be established in order to provide a uniform
experience forevery voter.

— Current Federal legislation being considered to mandate VVR.




California Certification,
Accusations .«

* Blackboxvoting.com X
<

&
— “...Yet despite warnings ?ooa&qm state's chief

elections officer, D\mv&%o::::mq fielding poorly

O .
tested, faulty mo%ﬁm and hardware in at least two
O

of California's mmm@mmﬂ urban counties during the Super |

(%
Tuesday %@«:ma\. L
O
<
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