From: Black Box Voting, Inc.

Date: Sept. 7, 2005

Reply to: Bev Harris — 330 SW 43 St Suite K PMB 547 Renton WA 98055
425-793-1030 bev@blackboxvoting.org

Public Records Request # 0907052

We are requesting the public records. Please e-mail bev@blackboxvoting.org with
estimated price and to whom we should send the check, and the address to send it to. /

<

Records requested: L4

2005 Black Box Voting Security Alert written by Harri Hursti, and/or p ing to the
Diebold optical scan “hack™ or security test performed in Leon County] ¥lorida by Black
Box Voting, Harri Hursti et. al. Please include: NG

' 04
1) All correspondence, documents; notes, memos, e-mails etc. pertaining tg\@ July 4,

Any directives, suggestions, explanations, answers or advice @% Diebold Election
Systems Inc. pertaining to this report or the above referen@eon_ County testing.

OO

2) Please provide any document or e-mail containi@ the name Hursti dated May 2, 2005
until the date of your receipt of this request. Q)

3) Please provide any document or e»mé%/&’ntaining the name Black Box Voting or Bev
Harris dated May 2, 2005 until the Kt@) your receipt of this request.

4) Please provide any document or e-mail pertaining fo memory cards, dated May 2, 2005
until the date of your receipt o@i%'s request.

Thank you. &
<
Bev Harris (o
Director Y
Black Box Vo&, Inc,
O
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08726705 FRI 12:49 FAX 8025426172 AZ SEC OF STATE ELECTION »-- COCHISE COUNTY ELECT go01/001

JAN BREWER
SECRETARY OF STATE
STATE OF ARIZONA

PRESS RELEASE

For Immediate Release

August 26, 2005 4
For more {nformation. contact Kevin Tyne at (602) 542-0581

<
Secretary of State Brewer Calls for Additional Security Election P éiees
Arizona Among Nation's Leaders in Security Measures for Voting Systems and edures

PHOENIX ~ Secretary of State Jan Brewer announced today additional detailedcﬁé%gedures concermning
election security. The new proceduras are an extension of the Brawer Voting A Plan, which is a
comprehensive study and recommendations released earlier this year focus,@ on election technolegy,
policies, procedures, and security. ’(,\'

“The public's awareness of election security issues is sfill high and h mained high since the 2000
elections, Our actions and careful deliberations should make the citiztng of Arizona feel secure in our
elections,” Secretary Brewer said.

The specific new procedures that the Secretary of State's o@e will work to implement include:

+ Insuring that no single person Is in charge of&@)lon setup, programming, tard burning, tallying
and reporting p

» Increasing security procedures around i@%ndling and programming of voting machines so that
two efection officials must sign off on gf ard swaps or removals

Specifically identifying all memo 5 so that & card from another source is easily identifiable

Sealing memory cards in voting devices until the machine is returned to election central

Improving security around t nsportation of memory cards

Improving software audifi acedures for election management computers

Reconciliation of canvass réports from the election management system against the paper tape

fotals generated at olls

e Increasing penalti I tarpering with election equipment or software

¢ » o »a

Arizona is one of 0 Qndful of states in the nation 1o have conducted a large-scale analysis of its own
current voting tecl fes, certification procedures and general standards and operating procedures for
administering federal and state elections.

“The develpgmient of these important procedures prior o the elections in 2006 is part of my ongoing

mi fo ensure integrity in our election process. With voting technology changing, it is imperative
that Arizona be proactive in developing comprehensive procedures that ensure the seaurity and integrity
of oyr elections. | look forward to working with interested groups, !egislators, and county and local
elettion officials in implementing these procedures,” stated Secretary Brewer.
Added Brewer, “All Arizona election officials recognize the need for securing against potential
vuinerabilities in order to maintain the integrity of our overall elections; | remain extremely confident in the
proactive approach our state has taken to secure our election process.”

-30-
State Capitol: 1700 W. Washington Street, 7th Flcor

Phocnix, Arizona 85007-2888
Telephonc (602) 542-4285 Fax (602) 542-1575
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Honorable Janice K. Brewer
Secretary of State 4®
1700 W. Washington Street ~
7* Floor »\Q
Phoenix, Arizona $5007-2888 {/O
X

Thank you for your fetter dated Angust 11, 2008, 1 appreciate Wty to address
any sécurity concetns with our voling system. @

The Diecbold Accuvote Optical Scan Voting System, m@'}? predecessor Global Elections
Systems Optical Scan (O8) Voting System, have use for over 10 years in
huu&mfs of countics throughout the country wi a2 single security breach having ever

lnmspansetoymulatwrdatedAugum&é&OﬂsIwamwﬁm&ﬂdrmsthecimmma&m
the BBV report. The report claims o been able to alter the election results in two
ways. The first ciaimpmporlsmhﬁe able to add additional voies to an individual
candidate’s vote total. Tn fact, what they changed were the votes stored in the data tables,
int in this process werc voies “lost” or “altered™. The
whereby an election official can manually enter the
glection vesults for a polling place. This feature, titled Manual Entry, is present in the
event that the Accu memory card at 8 remote polling place is not able to be to
uploaded or driven {0/to the clection headquariers. As you may recall, Apache County
Manuah Eat mmeﬂwmbermﬁmidmudﬁlmhmmmwbwb&

dﬁi assist elecns)n officials, and is not 2 security vulnmbimy

Smmuﬁﬁmthelvﬁmﬁ(&ﬁ)mdmmengm In the past

BBV has ¢luimed that anyone with access to the GEMS server could manipulate data
7 ﬁxmughws Aceess (o change election results. There are several incorrect assumptions in

this misleading siatement.

1, This prepostorous claim assnmes that the computer operator has unsupervised
aceess 10 the GEMS server computer and knows all of the passwords. The GEMS
server computer should always be in 8 secure location with sccess granted only 1o

anthorized personnel and adhere to proper password policies.




2. The claim also assumes that the GEMS server would have MS Access loaded on
it. In fact, Dicbold does not 1oad MS Access onlo a GEMS server and
recommends counties 1o keep MS Access off the server. To my knowledge, no
Counties.in Arizona have M3 Access on their servers.

3. Lastly, the clainyassumes thal there is no canvass procedure which would caich
an inconsistency in vote totals.

/7

mmndcialmpmwnsﬁwab:mytoahermmwlscmmemorymﬁ.’memiy
ofmenmmcmﬂﬁmmbemmmwﬁmnthwhmhw@é
'MW%T@M votes could not be accessed or modified, Further, mey
Ameemmywddmmtmkemofamhnmmble PrOZrE
und implements no ability to execute any programs from a memory card. Thesyste
;mc!&d«&mpmﬁmfmmodiﬁcaﬂmofwmultsbymmal BETY

?wmanfom%m.i&%%@ammmﬂnmﬁom Georgia Divector of
Elections, Kathy Rogers, which has been distributed to the cow i

direct response 1o the same BBV sllegations. The State of Ge i
of DEST's: Vutmg System. D

Asyﬁuhavammd,mperpmmdmdw od-16.0
informaticn along with proper canvassing procedy areessenﬁalmmmnmmmgm
security and integrity of Arizona’s election sy@jns

hE groa

The procedunes that you have outlined § ;g Brewer Voting Action Plan are very positive

mmmmmngmmmtydwu@ and we commend you for proposing them.
%mﬁymwdfmhaassi is important matter, our company is avaitable to

work with your staff for fusther, procedural assistance or answer any questions you might

have. “1"

Please immknowﬂ’we&nbeof any further assistance. Diebold Election Systems
looks forward to with you and your staff to ensure the ssonrity and accuracy of
Arizone’s elect

Senior Director, Customer Service
Diebald Election Systems

Encl.
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First of all, certain activists recently did some so-called “testing” in Leon County. This

testing was inherently flawed because the Jocal election supervisor 1) allowed . /

mmwwwwmlnmmﬁmsmﬂm 2) provided them with
estricted aconss 1o the server using his “secret” pmsmds,andi%)mhleﬂ&e%@&t

mwmsywwimmm@ﬁwsupemmm None of these scenarios are realis

and the blatant disregard by this supervisor for proper physical and electronic seenri

standsrds makes claims associated with this “testing” unrealistic. @]

There is NO PEEECUTABLE PROGRAM stored on the optical scan mefmory. curd.
Clmmnm&mﬂwmbymwmmmVomssmd@zmmym
mmbedmugadmmywayhym}magswwdonthemm@mﬂ.mme
::smmmmngmexmmb}emamaﬂegedlyabk ipufate the voie totals
A . presented by certain activists in an atternpt to f downgrade the security of
ﬁaeBw%cidopﬂcalmselmm The data in question @/the memory card provides a
simple print temaplate for the local optical scan nothing more. No vote totals,
either those stosed Jocally or those transmitted to eléction central, can be altered using

this printer template. O)

As any clection official is awmﬂwo@%mgﬂtyof an election is comprised of
reliable equipment, adequate proced d people. The activist claims state that the
printout of the optical scan unit mﬁhangedmmcmﬁmm foltowing an election.
As previously discussed, there is no executable program on the memory card and the
agtivists, Mﬂlfuﬂﬁmw r’ system, could not modify the election resuits on the
be printed would be in — !yrecognizeddmngpre-clemon logic & accuracy testing
ofthaumt.Mmyﬁmoﬁkﬁmamm.mbgmam@cmymgm

on a unit its memory cerd is secured in the optical scan unit using
| 2 TAmper-Svi prity audit tag. Therefore any attempt to remove the memory card in
order 1o modify tin any way would be immediatoly recognized,

: “'?! Y previous accusations, electronic election system activisis alter the teuth to
supjorttheir position, and do not take into consideration the layers of security provided
e equipment, procedures and people associated with the election process.
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,ﬁ@-ﬁ@z Secretary of State
e Elections Division
2 Martin Luther Xing, Jr. Drive o
1104 West Tower KATHY A: ﬁ?ggm
Atlanta, Georgia 30334 . (a08)EEEET
FAX (504) 6518531
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| e
TO: Blection Officials X
FROM: Kathy Rogers, Director (’Q@(’\’
RE: Mpiling from Bleck Box Voting QQ
QO
 Recently many of you received a documen from Black Box Voting describing an alleged
seoutity issue with the Diebold Accuvote Optical Scan Tabulators. As promisedinan

earlior ormail, the purposs of this letter is 10.provide you with the seiual facts rogarding
shis alleged sccurity breach. OK/

The election supervisor in Leon County, Flerida unfortunately allowed unauthorized

Black Box Voting activists unrestricted access to his GEMS server, and provided
fis “secret”™ passwords. are well aware, this type of untestricted access and the
blatant disregard by this isor for proper physical and electronic security standards

nvakes all reported clafins and findings of these activists unrealistic in a true elections
enviromment. As T &m sure you would agree, unrestricied end uncontrolled access by
members of g@éeml public to ANY election management and tabulation system ~
including ical and paper-based systems — could result in a serious compromise of
the accuracy dnd legitimacy of any real-world election. That is why all responsible
nGtficials, in Georgia and elsewhere, have clear security protocols and standards -
- acheks to the voting and tabulation cquipment.

igfm;mem&:mmyouwinnommmitpumzsmhambmabiemaimme

/ systemin two ways. First, tho activists claim 1o have been able to add additional vetes to
an fndividual candidate’s vote total. In wrath, what was changed were voies in the data
tables within GEMS. They did not alter the votes on the memory card, nor the internal
results of the wrchived files, Changing the vote totals in these data tables can be compared
to allowing someons access to an ¢lestronic Excel spreadsheet of vole totals and dien
saying “now see if you can chunge these results.” What the sactivists did not report 1o
you is the fact that in 4 real world election environment none of the votes added into the
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Mmmnﬂmmﬁmon Officials
Angust 17, 2005
Page2

data tables woukd actually match the memory cards created by the darabase nor the tapes
printed by those eards, These voie totals would also never reconeile with the DRE recaps
whieh are completed at the polling place. As is so often the case, uritics of our system  /
choose to completely ignore the overlapping and redundant scourity safeguards -

including tapes printed from each voting terminal - which exist precisely to prev 8¢
sont of resaits manipulation they sought to demonstrate. While an election officiel should
never allow complete and unauthorized access to a GEMS server, sven if thi ocour,

it would be quickly and easily discernable upon a quick sudit of the rewlti/

The second claim made by the activists was the ability 1o alter an epﬁeggcan IHEmory
card. 1n truth, the only portion of the memory card which was acedssed was the portion
of the card which records written text that appears on the printed tape The actual votes
counld not be accessed nor could they be altered or manipulated.” In fact, there is not an
execintable program stored on the memory card which would'even allow such an attack to
oocur. What the report does not tell you is that the acJifists would not have been able to
toad the memory card on which they had ﬁm t back into the GEMS server. As
you know, the server will not recognize any card which has been changed or

. revised once it has been downloaded for an el@cm. Even if someono did gain access o
your server and then changed the text whigh appears on the printed tapes, this breach of
security would be easily identified duri gic and Accuracy testing.

O
For your review, Ihaveenclowdé*éwpy of a letter Dicbold sent 10 the Leon County
elections supervisor which detgils the seriousness of allowing unauthorized sccess to his
GEMS server.  One statement within this letter aecurately sums up the actions of this
election supervisor * Yougiiproper actions are equivalent to leaving your car unlocked,
with the windows down and keys left in the ignition and then acting surprised when. your
car is stolen or vz s liged.” Kt is also exiremely ironic that the stated agenda of many of
these activists is e ¢limination of any electronic voting or tabulation device and a retum
markéd, Band-counted paper ballots. Imagine a “lest™ analogous to-the one

i2kDeon County in which cutsiders were permnitted unrestricted dccess o 2
£ voied paper batlots — which could be easily destroyed, re-marked, stolen or
fecedbat will. And in that scenario, the fraud would likely be undsiectable, since
sfyal paper ballol systems lack the overlapping checks and balances that arc the
Hmark of cur current voling system. I urge you o read Dieboid’s letter carefully as it
, reinforces the fact that basic security procedures are the foundation of any election

system and that o allow someone to purposely breach that security is an unconscionable
aot that calls into question the integrity of the entire clections process,

All Georgia election officiels recognize that carefully designed professional testing of our
election platform — including a seach for any potential vulnerabilities - is essential to
meintaining the integrity of cur clections process. It is for just that reason that in (eorgia




Memorandom to Eleetion Officials
August 17, 2008
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we have such an extensive testing regimen — beginning with national cortification testing
antd continuing with state certification testing, acceptance testing of all system y
components, and logic and accuracy testing prior to each election. 2

Tf you have any questions or concerns, please do not hesitate to call me or one oftﬁ%smff
members at the Center for Election Systems at KSU. Thank you for the job 1 do

- and for your dedication 10 ensuring that Georgia Elections are conducted in
environment! ,?\’

Attachment <
0@




