
From: Black Box Voting, Inc,
Date: Sept.7,2005
Reply to: Bev Hanis - 330 SW 43d St Suite K PMB 547 Renton WA 98055
425 -7 93 -103 0 bev @blackboxvoting.org

Publio Records Request # 090705a

We are requesting the public records. Please e-mail bev@blackboxvoting.org with
estimated price and to whom we should send the check, and the adclress to send it to.

Records requestd:

1) All conespondence, documerfsj notes, memos, e-mails etc. pertaining to the July 4,
2005 Black Box Voting Security Alert vritten by Hari Hursti, and/or perbining to the
Diebold optical scan "hack" or security test performed in Leon County, Florida by Black
Box Voting lIari Hursti eL aI. Please include:

Any directives, sugge.stions, explianations, a$iwers or advice from Diebold Election
Systems Inc. pertaining to this report or the above referenced Leon County testing.

2) Please provide any docume,nt or e-mail containing the naole Hursti dated May 2, 2005
until the dafe ofyour rcceipt of this request

3) Please provide any document or e-mjiil containing the name Black Box Voting or Bev
Ilanis dated May 2, 2005 u:rtil the date ofyour receip ofthis requesl

4) Please provide any docr:ment or e-mail pertaining to memory cards, daled May 2, 2005
until tle dnte ofyour receipt of this request

Thankyou

BwHarris
Director
Blark Box Yoting, lnc.
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Jex Bnpwnn
SECRETARY oF STATE
STATE oF ARIZONA

DBISS REITASE
For lbtledist! Rrlcad!
Augu$ 26,2O5
Por rrre informdion, corrad Kevii Ttnc a! (@2r 5424681

Secretary of Stafe Brever Calls for Additional Security Election Practices
Arbora Among Nation's Loaders tn Seadty Meastes lor Vottng Syuemt atd Proce&tres

PHOENX - Secrebry of SEte Jan Brewer Ennouned today additional detailed procedures conceming
election sscuriv. The no/v proc€dures are an exFnsion of th6 Brgwer Voling Adion Plan, which is a
comprehensive study and recommendations released eadler this year focusing on election technology,
policigs, procdures, and gscuFrty.

'The public's awarens of elec'tion security bsues is still high and has remained high sinG ihe 2000
eldions, Our aclions and €rgful deliberations should make the ciuzens of Arizona ftel secure in our
elections,' secretary Brewer said.

The specific new procedures thal the Secr€hry ot Stat€'s officE will upd( ir implement includei

. Insuing that no single person ls in charge of election setup, progEmmlng, €rd buming, tellying
and reporfng

. lncreasing securiv pocedures around the handling and programming of voting machlngs so that
two elec0on offichls must sign of on Ell card sriaps or remo'/als

. Speclfi€lly tdentifying all memory cards so that a card from anothEr source is easily idontifiable

. s€ling menory card6 in voting devices until the madrine is retrmed to eledion ceniral

. lmproring seoultty around the transpordion of memory cardg

. lmprov'ing safitvare audiiing procedures for elec'tion management computers
l' R€concilialion of canvF reporls fnorn the election managem€nt sysbm agginst the paper tape

tohls generated at the pous
. hcfeasing penalties tof hmpering with eldion €quipment or sofiflare

Arizona is one of only a handtuI ot stales in lhe nalion to have conducted a larg+.scale Bnalysis of ib ovn
cumnt voting tehnologles, cerfiffcafon procedures and generalshndards and ope.adng proc€dures for
adminisbfng federal and State elections.
'The development of these important procedures prlor b the electjons in 2006 is part of ny ongoing
comdttent to ensu|e integdty i, our eleilon process. With voting bchnology changing, i! is imperative
that Aizona be proacf^re in d€veloping comprehensve pro€€dures that ensure the ssufity and intEgrity
of our elections. I look fur\mrd b working wih interested groups. legislators, end counv and local
elecfion offchlg in lmplementing these ptlduras,'staEd Secrebry Bre'rrer.

AddEd Brewer, 'Af Arizona elec.tion offichls r€cognize the need lor securing aga,nst potential
wherabililies in order to maintain the inbgrity of our werall elgctionsi I remain e!,(tremely confident in the
proacfi/e approach ollr state hEs taken to seotre our eleclion prosess,'

-30-

St[t! CsDitol: 1?00 W. Wasllnglon SEest, 7rh Floor
Phostrix, Arizona E5007-2EtE

Tclcpbonc (6O2t S4Z-4285 Po,( (602) 542-157J
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Hocl0r6ble Jmi{e. IC Bnslver
$€f!Et!ry of SrNt€
Im W. qt*binglon Streel
7s Eocr
Fheni x, Arizona S5{P7-?SE8

Ds6r Sgc{ary Stectigl:

TW yw fu )a$r k datd Ary$t I l , m5. I qpmciato 6o opportolty o ad&ess
any wnrity caucmc rvli or,r volng sysronr

The fi€bold Aacuvsb Opdcal Scst Vqing System, sd itE pre&cess$r Globat Elsiolt
Sylf,cs @cd Scsn {O$) Votiry S}€trrrt }avc beed io uss fur orcr l0 years b
166s5fu 6f coantiee ttlotg$osr 0F curil.y wi&att e $iago ssulity b@ach htving evs
@rmd.

la respsns* o lqn loua &led.A,ugu*t 11, ?m5 | $rattt to fine ad&s tho ohia ma& itr
fu SBV rc$t Th! report clairn* u hare bgr rble n altc( tle election resulto in rrto
11'sys. Th. fust claim pfport* m bave kt eble to dd odditionsl l,oh to an ildividoal
cadida*E s r,olo totsl. In fct, *bar dey chaogrd \rve fc !rcbs sorod in fF dsta Sks,
Bt on rt€ (remory ca0ds" At 16 pint in dds proc@ 1r@ vores'los"s'slrsdi The
CiEIls sfssn mnEins a fea{|se $rhseby sr plwio @ial c€o monselly €ottr the
eteriol mdts for a polling ploce. This fesst, frld ldsnusl ery, is ptlssat in tl€
event &ar the AeuVo{e4S rmorycad ot o renor polling plrc is nol able to bE to
upl@ or &ir@ io to th cwo[ h*4tt$af$. As yo{, eay reca[, ApelEcamry
hsdrou$e ldoou*l Emyin the lllwcohr?&4 koridsttjd Eldim fua q& toba sbl$
to repo{t i$ eldid rosutn il a tlmoly wrna-'l#it}<rut Mmual Bnry ttto Counry tasy
leve Mr slgrificandy dota$ ia lcgorti:tg irs d€cti6 rs*ults. TIE fea$t! is a tsl
ds$igrcd to as$isr eler*ion otltcials, and i$ n04 a scutity ndneo8ldlity.

T?e CefS peogran dlied$ thc lvfscofl {!4S) Aess d60baso eitg&e. Jn &s p6st
8BV hs3 claimd thar aryone r*ith ecs ro fu GEIrilS ser.er could msfiprate do|a
thrangb MS dcccs8 io chslge elee{otr r6ulrs. Tltge ate seveal incorrecc {rsurydom in
thh miskdiag statolxnl

I . Thie prepooerous clsie serre$ &st rhe cotttpuier oFeror h6 lm$lFrvi$al
amss to th GEh49 scrvcr cornpucr wd k$owo dl of drc paN$ForS, Ths GEMS
r*ri6 @puttr should olways be in o seare l@ariofl wi$ 9ffi grasd osty to
a$hoizcd perrornd and dhw to gropor posrord polictm"

cruL.i{LS
i I , C R I 1 A R Y  

E F  b T  N T E

ffihUC25 
ht{ttFt'r

tmr, r6@Qrro
.i;'6?:J :i ::.,ii:r+ :"',:.

- 
Fr
om
 B
la
ck
 B
ox
 V
ot
in
g 
Do
cu
me
nt
 A
rc
hi
ve
 -



I The rlqi!fi also s$utres $d tho GEMS ssrvor qtuld haYe MS Access ldd on
iL In fet" Dlobotd dog noe lsd MS Acce$-s onto a GEMS :erver md
reeo*aredr cende$ s ke€p MS A€c€st of the ssntr To my luowkdgo. rto
ftrrmti* in .Ariaaaiew MS Aanss on their ssne$.

3,. I"asly, rho cldn ass.w that tlrcro is ao cmvcl pro*dore $Lich waqld catcl
ao fu6m$*!6r4y in rn@ to{al$

t'le somnd cld|n ptsporis *!B ability ro altv ar opical sca remory wd- Thc Doly
portis of Se !@ory crd tra caa b mc€ssd cffiteins std&n:tsnt which 4twg m
itrsHidtffi. Ths{il*t vde$ cclld lotbc accffid$difu. Futrher" $E
ascuvcteOi mrqy eanl docs mt makc uss of I rrehinc-e*ffiblc progrm *md,
aS i@steb m.Silily to ex@ any progrsts Aos a newry card" The qn*en
irel$d* r$ Fsoricisi fo difuttist of voro reculo by an omrnal prograrn

$q yer infi}I'rgia, I hsne st{rhd a mernotadum fun @oqia Ditets d
Ek{tims, trarhy Rogers, wlttcb has bwn distrib{td to fu countie rvidtitl Ceogia i*
&r* rypffie ro tle cane Bts1l alhgoticns. Tho State of Ceorgis i3 o cur€ot cusnmisr
of DESl.grcodngSFem.

A$ !r$ hsve fuditaed Fop€r pra(?til.lrcs dssig$ed to lisit M$ to setr$itiYe alstion
infs@i# sl@ *irh Fgpfi carrassing @rw are e$dillel |]o ttaiffainisg *e
r$ciEily and iuEgtity of Ariaona's eleceio s)stsns.

Tk ffid|!€s &s lrou lave oudird in &c Bre$d Voling Aetiso Fkn 4swy goeittvc
6!e!Es 6 asEiog:ths hqrity of yun sltem ed $s comh€nd torr for trr'$ppqisg 6s.
ShwK you d ftatlrs asistst@ ia tbi.s impormt ooar, s$ c@ttrsy is a\railsbb to
qd l|tift ya{rf s{atr for furrlm poce&rat c*isoos or orswef, uy qpwies pu ui$u
ba$a

PIe*o ltqEle kro$ iFu,s cdt be of my furtbs asi$s@. Dl&ld Eletim S}$eB
looks fon*crd o uo*ing wifb1tu a*d pur stsf o en$$€ rlp crstsiqy aod esre]'sf
&rieru'se&die6.

$inee!€ty"-;' 
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SteveArfol3lsd
$rfritr !'itgts, G$*orrlet Sgrrti€
gi€boldEloctiofl g$rmr
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Btu*&ox vatJ4:0pdeet $cnn Tel - Relnnse

EGI of ail, cedgitr nctiriu rendy did sorc s&tall€d 1s$ing1 i! J,ron Co{rnty- Thi$
e*ting r*as iahcnartly flarwd karnc fle local eiertiott sryrvisot l) a$ostcd
undiutU @o ghySccl aocess ino dre GEMS servEr roon'.2] foviM $cm yin
umrwaUed siEs6s to tie s6N3s t sing his 'secrer- 

Psowords, md 3) embled &e s{dvi$r
$o u* rhe syrrun sith oo rMo{ts srFrvision. }'la$e of lhesc gffiios ame rcalistiq
ad Se bhmtgsrsggd by ttir rfirgviso for prop $yaical ard erffitie s4lsiry
ffi ms&w cl€im associaed *iih rhi*'b*ingi' mrealtuda

?tm is I{OEXKLf'ABLB pnreRAM $M oa &eopdcd $'an rnomcnt gaf.d-
Clsire lrle*e ra rk comrary by sivisre 8lB inoster- Votes swl on tlto lry card
w ffi'lr,dun$ ia any vray by anlddq stqd on r$e Ecrflqy cad- hsedrrde
$drerdsissdngur executablo qram allegedly abk to nmiptme tbrlotetolal$
,se beeqg prcssotcd by condn uivisls io ao eElotr to fdsefy &w€re 6e Mty of
tu Diehold @ical scm mlutig|. Tle dm in que$on on the rerury @ provi@ n
${qll€ frisc@plsa! &r tte looal osical scsn ptitr{tr sd ding more. Nc v€te tocals'
eifler fuF& slor localty or those tresmitd o electica cenrsl. cat b eherod usisg
ffs p{istq terylats.

As any d*io! offtid is aw8e', thc oiErall intssrtry of dn $ldion is cotryris*d of
lr.liobX€quiwttt sde4ueeltr@dure$ ard pple. The ciYistcldt0r ste l&$rts
tr6$ of ee optid scm urit cd[ bo chstgd to csrtsE cdrfisisr follswing ss elcctiolr'
As p*viously dtsc|lxsd, thse is no caecutsblo gogram on tle tmrnory cd 8sd t&s
@rivists,.ri&fsll @ b de slst€&,codd na ndify&s de0{i0{0tosdts@ lhc
wg oard. Chargos !o & FiaBr te@l@ riar norld carp lrconect irtroma{eo 66
be p*ine$ wauld be itmdicoty rtcogiaed dl$ing FE ole$iont lqic A rcrurey te@
of fu. |s|il ,Aa &y de& official is elv@, or}.e logic and sut3y egiag i8
Wfulry 6w1sod on a unit its rernory csd ic ascuted fu Ss cFissl ste lmitltsinS
a tcr4er.c$ffi wufry ardit ug. Thtmfore my aaelryt to tEe\6 &e Gryt ced iri
qderto @ itil my way sould b imMiatoly re4ogaiud'

As b mffiy$fieldsa 8fiiumions. etstrutic el€ction $ysten aciivlsts alt€r tto ul th to
uryt thefo positis*, md do ng uhe into comi&raion tle leyen of wttity provided
byrheqr$Xrmqlm@dss6 asd psple associed u'i& rlEelectim p,lrcs.
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Eleccioo Officials

S&yR€Frs,Dt*ior

Mailing ftom BIBk Bo( Vodng

Semlyqgyof prrecdvda do*rrnotr &on Blsck B<nt Vodng dwdfegal all@
ffidityie ipith tls Diebld.qccuvoEe Opdcal Scfl T&lsrs& As !troldid is an
@e or!d[ tte pnpo of ihie ]e{tor is n pr& you tnl& rhs mlel facts lagarding
ed$sllqsdsdty'br@h.

?eelectiao sngvimr fot Les CoEmty,Itlorida unfuanmly auosc€d msrtltodred
SlastrSor Voting dvis$ full atd u6€6ttic$d scccss o hle ffiIviS server' ad pnr't'@
tib .&sel: @n'ord$. Ai you &re well $rtars, thie rlp+ of ulrxrit'€dsffi g|d&e
bl@trl di*gd by thi* ergviw far prop€f ph,rsical atd elssarnic sqrity stddd
mles aU rcprtd cldttt* ad gcdiogs crf tW activi*s t6rreelisric ln a urf glo(lioils
€ovirmnpaL Ar I arn orc 1ou *edd agree, rmrcstricbd and lmdrolldd accese by
,rwnhm oltho gereml public to ANY dectiot mglagettgt ed tlthdadon $yseq&-
irdrdiq nechet and ppr-beedsysems - couldre$dr ia asairus cmpromlseof
rhe o*urcy ald logitimry of aty mal-*sld elacfo{t. 'ftd is tfry q[ r€cpetx{bh
elerdo$ offieieh. in fugia and elsewhcrc, have cl@t ssandty proteols atd str&&
for accecs to Sr vuing ffd t&d{tist eqoipnent'

ff Jno[} lBvc !'dad lb rqnrl pu *iU mre &'r if putpotti !o htl,{t bwt sble to alFr lk
6y$m fu tt+o waF. First ho a$ivisc claim to harn bcn aue l0 s# additiond v6&s lo
m hdt'ldusl csndddc's volo tccal. ltt uuh', stlut rvas chmgod werc vom ln &e &ra
@b l*aloire GEh{.$. Thoy did oo! alter the lot€s on d}e @!ory cand, nsr drg irl!@d
lerle of tlrs ecnird files. C&soging &E 1ss totels in droee daa tabl€s ca|l b sotttpeed
to dhwitg gorme ffis to 8n elelrooic &tcel spreadshea of tol€ ro&18 6nd dsr
my{rg "ww se if yoo can ctrangs tlese results." lffhat lb e{ivists dd oot lspfi ro
you is *re face that in a mEl s*orld dection environment nons of dlc vo,tes ad@ into rhe

sfifil*Y a
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t€@€dffi'e Slecdw Offic*eb
AuSE*17'ffi$
@1

dq&.$UesserHetlsllymdcbdF murary cds oentedby $edcabe* norlho ral}es
sid b1'fuecffals. Th6e vGE tel$ rvqrld also novec reosrcile *ith tlF DRI] rc*4s
irU* *6 

"oryl.r.O 
ar tb plling place. As is so oflar rhs care., rnirics of cnu sy*tem

ctsss so csnilerdy igaw tbe oeerlrying ald tcdtstdant wttity safuguad& -

mluaine upd pdnioa-flom cstr rging ern*iml - which eiist pmci$elt to Foverr Se
sm of r&ofb nrmiprtaion thy gd€h! lo Mn$rate. 't{,hile @ eleeti(Er sflicial should
nevg' allo* complt*e aflO olashoti?ed Access to a GEMS sefvu, ev€n if dti* did mur"
i( rr{$!d e quiciLy md eadly disc€tttbie upon a quick oudit of tle rosults'

Tbs s@md +lsin n& by the etiviee *as tle ability ro rltet {l o9ti{dl ffin ffi'stry
c84 {o trt{h' rbonly pirfur of rhe msmory cwd *'hich ri6 accssed !r€ *e Fsstrt
of &o csrd,lrhicb 'd rvritwn rext Sar apsts wr tho Flntd trpe$ Tk acuax voles
cadtl ngt be *ccoo*d mcortd iley bo allend or rnrripula$d. Itr fsd, lbts i$ nct e
efiFltde gmgrao stomd on rhe nHl1$.y card $rhich wodd oven dlors eroft s{ &w& lo
mr. whir tl}e rppqt ds no{ tsil yo$ k thal $€ etilitts sould trd hsvo ka abls t0
tg4f& m*moryerfo on whicb rhcyhsd atlEr6dthe rst bskinto &e GEh,lS sfttd. Ad
you Mrv" sro sixver c,iil not t@gtdze any nurruy card utlddl hd* bst ch&egpd or
it"i$odge ithss$@ esdoddsd for m elcction. Ernn Ssnqts t$d gail access to
your gsvq ord tlul cSErgPd thc !4at erhich qrpers on dte pthtd ts!6' ets btwh of
$scwity rarrold be easily idatificd eri$g Logic artd Accurey tt$ttng.

For 1qn review, I h6ee enclosd a copy of a taner Diobld s€d to th€ l"eor Codsty
enoiom srgvisor which demilg tho serfursnegs of allou'ing unaulorired Scaroes to htrs
OEMS .ssb. One etaretrEnr si&in td$ lcqsr sfclrtately suml up the aoione of dtil
elecrinn srpErvisor " Your irogropcr aettrns are quivalen o leavlng ,eur ctr uoloctr4
$irh &e window$ &rm ad kel6 M in the igniri@ ed &t acfug srpiscdvtkl yors
sri8ssle&or v&d8liad'- & ls al$o ex.re${ryiroric thll tlp sloled 4gwdq of '|gty cf
&se *c{iviffi k. the €li&i!8tt$ of any eleronic vodng of u}ulafoo dedcc srd" e te6$$r
to hand-ma*sd, hatd*luntd pnp€r ballot$. lnsgin€ a"lcsf'analqd$ to'the ore
coMdLr l"pao Csrnty ln rahich omidess tltgle FfmittedudEsHsd$ricse toa
sm tun of sd pepsr baUur - \Phich could h* oeily dmyc4 ro-tn r&dl solm {r
t€dd tt witl. nn* in nsl sa$io' thc frad *ou!d Hkdy bc utdol@sble-' dnoc
rnfod pW ballot sytroms lee ths overlepprng chec{cs qsd balqnca$ &tt afi} th
tglwt tfr or crmert voting sy*em. I utge you to cad Diebld's lorcr caaafully as,ir
tsiofdrcE$ ftc f*t rlmt bic seandty Procoduros are dro fondation of my elec*oat
eleterd ad| tSat O alloit sortreo{re to prrpsoly bi€ach that seuity ir an uncosciooable
srt &st dl$ int qrp$tim ths iategrity of the ettire oleaiom pw*

,,ll cqrgi]o clectiot cfficials rognize that casefuliy {tesigned protersional escing of our
e*r*lcr pUforn - inch,rding a wch fe uny poendal wlnerabilitica - i8 €rrstiql to
meaining ds iDtegrity of our cleclioos pmcess- lt is for jus that reamn tfnt in &cgia
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lv$wonndum!o|MoOffi&ls
Augssil7,2{ffi
Fage 3

$rg h6r€ glch * eil!{t$iro te*ing reginnn - beginsing wift nqlimsl stifisddou le$iifig
*dqsltinuiq with $se oqliftedfi rc*i4; ecceptm t*dng of ctl syseu
*wtFne*rs, and lqic 8td @ur&y dng prior o each eledon

If 'sr haw ey questim$ or em@ns, pleass do tld hesitsc to odl ms of om of the eaff
ruelnks et tb€ GEfitr fo Hectica Slwems d KSU. Thsnk y@ for tbc.lob tlar yorr do
ed for lour@iaatimr to €nswiog thst Crsgig E€criffs e @ndurtodil a s$e
grvirsmitt

fiR:pgf

.&tach@rt
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